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CraTtyc 10KyMeHTa
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Te3ucobl

IMpocToii ypoBeHb ayreHTruKanuu u 3amuthl (SASL') npencrasiser co0oil cxeMy o0ecreueHus yCiyr Mo ayTeHTU(GUKAMU ¥ 3aluTe
JAaHHBIX B OCHOBAaHHBIX HA MPSIMBIX COSIMHEHUSIX MPOTOKOJIOB HA OCHOBE MEXaHM3MOB, OIMYCKAIOMINX 3aMEHY. JTa cXxeMa 00ecIiednBaeT
CTPYKTYpPHPOBaHHBIN HHTEpPEHC MeK Ty IPOTOKOIAMH U MeXaHu3MaMu. CXxeMa MO3BOJISET UCIIOIb30BaTh CYIIECTBYIOIINEC MEXaHU3MBI JUIS
HOBBIX IPOTOKOJIOB M JOOABIATH HOBBIE MEXAHHM3MBI JJISI CTAphIX MPOTOKONOB. Kpome Toro, sta cxema oOecrednBaeT MPOTOKON IS

3alIMThI NOCICAYIOIUX IMPOTOKOJIbHBIX TpaH3aKL[PIﬁ BHYTPHU YPOBHS 3alllUThI JJaHHBIX.

B sToM nmokymeHTe ommcana cTpykrypusamma mMexanmsma SASL, mommepkka SASL B pa3snuuHBIX HNPOTOKONAX U MPOTOKOJ MOJAEPIKKU

YPOBHSI 3aIINTHI JAHHBIX I coequHeHnil. Kpome Toro, B JoKyMeHTe onpeneneH onauH n3 Mexann3MoB SASL — mexanmsm EXTERNAL.

Jlannbiit HOKyMeHT oTMeHseT neiicteue RFC 2222.
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1. BeedeHue

Ipocroii yposens ayrenTuukanuu u 3amuthl (SASL?) npencrasiser co6oli cxeMmy 00ecrneyeHus yCuyr Mo ayTeHTH(GUKAMA U 3alUTE
JAaHHBIX B OCHOBAHHBIX Ha pr[MBIX COCOUHCHUSAX l'IpOTOKOJ'[OB Ha OCHOBC MCXAaHHU3MOB, L[onycx(a}oumx 3aM€Hy. ypoBeHL 3alIUThl JaHHBIX
MOIKET 06eCHe‘{I/IBaTL OCIOCTHOCTh JaHHBIX, UX KOH(i)I/II[eHHI/IaHLHOCTL 1 UHBIC Cpe,I[CTBa 3alIUTHI.

VYerpoiictBo SASL 1103B0JISIET HOBBIM MIPOTOKOJIAM HCIIOIb30BATh CYIICCTBYIOIIUEC MEXaHU3MbI 0€3 UX PEKOHCTPYKIIMHU, a TAKXKE TI03BOJISCT
JOOABIISITH HOBBIE MEXaHM3MBI K CYIIECTBYIOIIAM MPOTOKOJIAM 0€3 H3MEHEeHHUS TIOCTIEIHHUX.

Konuentyanszo SASL NIPEACTABIISIET coboif cxXemy, SMTP LDAP XMPP JpyTMe HOPOTOKOME .. .
00€ecIeYrBaIOIIyl0 YPOBEHb a0CTPaKIUU MEXIY IMPOTOKOIAMH U \ | | /
MeXaHMU3MaMH, KaK IIOKa3aHO Ha PHCYHKE. \ | | /
. YpoBeHp abcrTpakumm SASL
Bnarogapss wuHTEpdelicam 3TOro ypoBHA aOCTpakIuuM cXema / | | \
M03BOJISIET JIFOOOMY IPOTOKOJY HCIIONB30BaTh JIFOOBIE MEXaHU3MEL / | | \

XOTs 3TOT YpOBeHb B OOLIEM Cilydae CKpbIBAeT KOHKPETHbIC
MPOTOKOIBI OT MEXaHW3MOB (M HA00OPOT), OH HE MPSYET B 0OIIEM
Cllyyae KOHKPETHBIE MEXaHM3MBI OT pEaNM3alMi HpOTOKona. Hampumep, s pabOThl Pa3jIMYHBIX MEXaHM3MOB TpeOyercs pasHas
WHPOPMAII — HEKOTOPBIE MCIOIB3YIOT ayTeHTH(HUKAIIMIO HA OCHOBE MAapolis, IpyTUM HyxHa HHGopMmanus o6 obnacTsax (realm), TpeTbu
npuMeHstoT Apiabiky (ticket) Kerberos, ceptudukarst u 1. 1. Kpome Toro, ams mpoBepkH MOJTHOMOYHH CEPBEPHBIE peaau3alud B 00LIeM
Cllydae TIPUMEHSIOT OTOOpaKEHME MeXTy oObeKTaMu® ayTeHTH(QHKamud, (GopMa KOTOPBIX ONPENENAETCH MEXAHM3MOM, M OOBEKTAMH
NPOBEPKHU TTOJTHOMOYHIA, 4bsi popMa OnpeensieTcs: IPUKIaIHbIMU NpoTokonamu. KoHIenunu uaeHTHGHUKauy pacCMOTPEHBI B TJ1aBe 2.

EXTERNAL GSSAPI PLAIN Ipyrue npoTOKOJE . ..

MoskHO pa3paboTaTh U peaan30BaTh CXeMy TaKUM 00pa3oM, YTOOBI aOCTParnpoBaThCs OT KOHKPETHBIX AeTanell MexaHu3MoB. Peammsamust
TaKOW CXEMBI, KaK M peaji3allii MeXaHU3MOB MOTYT UCIIOJIb30BaThCsS HE TOJBKO MHOXKECTBOM PeaIM3allii KOHKPETHOI'O NMPOTOKOJIA, HO U
peanu3anusaMH pa3IUYHBIX MTPOTOKOJIOB.

Cxema BKJIIOYaeT MHTEP(EHCHl ¢ MPOTOKOIaMH M MEXaHH3MaMH, C IOMOIIBI0 KOTOPBIX BBINOJHIETCS OOMEH ayTeHTH(HKAI[MOHHBIMU
nmanHeIMu. [Iponece ayrenTH(UKanmonHoro ooMena SASL paccmarpuBaeTcs B riiase 3.

Jns ucnonp3oBanust SASL Kaxablid MPOTOKONA O0OECIEUUBACT METOJ HICHTH(UKAIMM HCIOJNBE3YEeMOT0 MEXaHHW3Ma, METOJ OOMeHa
OO0YCIIOBJIEHHBIME MEXaHU3MOM 3alpocaMH CO CTOPOHBI CepBepa’ M OTKIMKAMH KJIMEHTOB’, a TAaKKe METOJ OOMeHa pe3yJbTaTaMu
ayreHTndukamuu. TpeboBanus SASL k nporokonaM oOcysknaroTcs B riaase 4.

Kaxnpiii Mexanusm SASL ompenenseT MOCIEI0BATEIBHOCTH CEPBEPHBIX 3alPOCOB M OTKIMKOB KIMEHTOB, KOTOPBIE 0O0ECICUHBAIOT
ayTEHTH(HKAIUIO U COTTIaCOBAHME CEpPBHCA 3aIIUTHI JaHHBIX. TpeboBanus SASL k MexaHH3MaM PacCMOTpPEHHI B IJIaBe 5.

B riaBe 6 00Cykaar0Tcsi BOMPOCH O6E30IaCHOCTH, I1aBa 7 cONepKUT nHGopMaluio o cornacoBanuu ¢ IANA. B npunoxxeHun A omnpezencH
mexann3Mm SASL EXTERNAL.

1.1. Ayautopus

OTOT AOKYMEHT PacCUUTaH Ha HECKOJIBKO KaTeropuil unTaTeneii:

¢ pa3paboTUYHKH MPOTOKOJIOB, KOTOPHIC MCIOIB3YIOT CIICIM(DUKAIIIO IS TOJICPKKH ITUMH IIPOTOKOJIAMH ayTeHTU(DHUKAIINH;
¢ pa3pabOTYMKH MEXaHU3MOB, CO3/IAIONINE HOBbIC MeXaHu3Mbl SASL;

¢ pa3pabOTUYNKK KIMEHTCKUX U CEPBEPHBIX MPOTPaMM JUIsl IPOTOKOJIOB, oAaepkuBatomnx SASL.

XOTsI JOKyMEHT OpraHU30BaH TaK, YTOOBI COCPEJOTOUYNTH BHUMAHHE YHTATENICH Ha JeTalsIX, OTHOCAIINXCS K HX pa3paboTKaM, YUTaTeNsIM
PEKOMEHy€eTCs MPOYECTh U MOHATh BCE OTPAKEHHBIE B JIOKYMEHTE BOIPOCHI.

1.2. CBA3b € APYrMMN AOKYMEHTaMun

Jaunpiii nokymeHT mpekpamaet aeiictBue RFC 2222. On 3amensiet Bce yactu RFC2222, 3a uckmouenuem mnaparpados 7.1 (MexaHH3M
KERBEROS 1V ), 7.2 (mexanmm GSSAPI) u 7.3 (mexanmsm SKEY). Mexanmmer KERBEROS IV n SKEY B Hacrosimee Bpems
MPEJCTABNIAIOTCS ycTapeBmuMu U ux crermdukanuu B RFC 2222 nonyuarot cratyc Historic. Crermudukanus mexanumsma GSSAPI B
HACTOSIIIEe BPEeMsI COAEPKHUTCS B OTHeNbHOM nokyMmeHTe [SASL-GSSAPI].

B npunoxxenuu B npusogurcs cnucok otiauuuii or RFC 2222,

1.3. Ucnonb3oBaHue TepMUHOB

Kirouessie cnoBa neo6xognmo (MUST), nemomycrumo (MUST NOT), Tpedyercss (REQUIRED), nyxuo (SHALL), ne ciaexyer (SHALL
NOT), caeayer (SHOULD), ne ny:kno (SHOULD NOT), pexomenayercs (RECOMMENDED), Bo3mo:xkno (MAY), Heo0si3aTe1bHO
(OPTIONAL) B 1aHHOM IOKyMeHTe MHTepIpeTupytorcst B coorBercTBuu ¢ BCP 14 [RFC2119].

Simple Authentication and Security Layer

°B opuruHane ucnonb3yercs TepMud identity (OAJTMHHOCTD, TOXIECTBO, UAECHTHYHOCTS). [Ipum. nepes.
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CHUMBOJIBI, HCTOJB3yeMbIe B JIAHHOM JIOKYMEHTE Ui 0003HaueHHs KOIOB (code point) M WUMEH, COOTBETCTBYIOT cTaHmapTy Unicode
Unicode]. Harpumep, 6ykBa "a" MoxeT ObITh npencrabiieHa kak <U+0061> um <LATIN SMALL LETTER A>°.
pumep, Oy p

B mpumepax mnpedukcer "C:" m "S:" ykaspBaloT CTpOKH, IepemaBacMble KJIHEHTOM H CEpPBEpOM, COOTBETCTBEHHO. CTpOKH MOTyT
MEePEHOCUTHCS IS yA00CTBA YTEHHUS TOKyMEHTA.

2. KoHuyenyuu udeHmuchukayuu

Ha mpaktuke ayTeHTHUKAlMs M TpoBepka mnonHoMounii (authorization) MOXeET BKJIIOYATh MHOXKECTBO OOBEKTOB MPOBEPKU
TOXIECTBEHHOCTH, BO3MOXKHO B pa3HBIX (opMmax (IIpocThle MMEHa Ioib3oBareneil - username, Kerberos principal, X.500 Distinguished
Name u T. 11.) ¥ ¢ pa3nu4HBIM npeacTasienueM (Harnpumep ctpokd ABNF B kogupoke UTF-8, Distinguished Name B xogupoke BER).
XOTS TeXHHYECKUE CrenudUKalMi 4YacTo OMHCHIBAIOT (OPMY H TPEACTaBICHHE OOBEKTOB HACHTH(HKALMH, HCIONB3YEMbIX B CETH,
peanu3anuy MOTYT HCHOJIB30BaTh pa3iHdHble (OpMBI OOBEKTOB W/MIM BapHaHTHl MX TpeicTaBieHus. OTHOLIEHHS MEXIy OO0BeKTaMu
UICHTUQUKAIMK pa3iuyHbIX (GOpM B OOIIEM ciydae OIpPEACNSAIOTCS JIOKaubHO. Mcnonmblyemble peanusaimeii GpopMbl W BapHaHTHI
HPEJICTAaBICHNs] OOBEKTOB TaKKe OIPENEIISIOTCS JIOKAJIBHO CaMOH pean3anuen.

OpHako KOHIENTyaltbHO cxema SASL BKIouaeT 1Ba OOBEKTa HIACHTH()UKAIIIH:

1) umpeHTHdUKanus, CBSI3aHHAS C NPEIBSIBICHHBIMH IIPH ayTeHTH(HKaruu nonHomoumsimu (authentication credentials), oGo3Hauwaemas
TepMUHOM authentication identity (ayrenTudukanuonHas uaeHTHUKanus), and

2) wupeHTUUKANHWS MIPU MPOBEPKE MOTHOMOYNH, 0003HaYaeMas TepMHUHOM authorization identity.

Crneuudukannu mexanusmoB SASL omnmceiBaoT Gopmy nomHomounii (Hanpumep, ceprudukarsr X.509, spisiku Kerberos, mpocteie maps
username/password), NpeabsABIsSEMbIX NPH ayTeHTH(GHUKALMKM KIHEHTa, BKIOYas (KOr4a 5TO HPHEMIIEMO) CHHTAKCHC U CEMAaHTHKY
00BEKTOB HIACHTH(HKALMY, epeIaBacMbIX B CBHACTEIbCTBAX IHoiHOMounii (credentials). Crnermbukanun nporokona SASL onwuchiBaoT
(dhopMmy 00BEKTOB MICHTHU(PHUKALNK, HCHONIB3YEMBIX MPH MPOBEPKE MONHOMOUYM (authorization) W, B 4aCTHOCTH, CHHTAKCHC M CEMAHTHKY
CTPOK OG”I)BKTOB I/IJJ,GHTH(bI/IKaL[I/II/I, nepeaaBacMblX MEXaHU3MaMHM.

KnueHt mpencraBuseT CBHAETENBCTBA MOJHOMOYMH (KOTOpBIE BKIIOYAIOT WM TOApa3yMeBaloT authentication identity) M, BO3MOXKHO,
CHMBOJIBHYIO CTPOKY, NPEACTABISAIONIYIO 3alpalinBaeMylo Kak dacth ooOmeHa SASL ayrentudxanuonnyo uneHtudukamumo. Korma sta
CTpOKa OTCYTCTBYET HIM IIyCTa, 3TO TOBOPUT O TOM, YTO KIHMEHT 3alpallBaeT HCHOJIB30BaHHE HACHTU(PUKAINYU, CBA3aHHOU C
HpebSIBICHHBIMU IIOJIHOMOYUSIMH (HapUMep, M0JIb30BaTelb IPOCKUT NPHHATH authentication identity).

CepBep oOTBe4aeT 3a MPOBEPKY TOrO, YTO HPEIABSIBICHHBIC KJINEHTOM CBUJETEIbCTBA M HWJICHTU(HUKAIMA, CBA3aHHAs C OTHMH
CBUIETEIhCTBAMU KJIMEHTa (HampuMep, authentication identity), MOXeT MUCIONB30BaThCsl KaK MIACHTU(HKALMS TP NIPOBEPKE MOIHOMOYHIL.
Oo6men SASL mpepsiBaeTcsl OTKa30M MPH OTPULIATEIBHOM pe3yJbTaTe 000 n3 3TuX npoBepok (00MeH SASL MokeT Takke MpepbIBaThCs
OTKa30M I10 HHBIM IPHYHHAM, HallpUMep, B Pe3ylIbTaTe 0TKa3a CIIy>KObI IPOBEPKH MOJHOMOYHI).

Onnako KoHKpeTHBIC GopMbl authentication identity (ucrmonb3yeMbie cepBepoM Uit Bepubukamnmu) u authorization identity (vcmonb3yembie
JUISL TIPOBEPKH IOJHOMO4YHMI) He BXomsaT B crenudukamumio SASL. B HEKOTOpHIX ciydasx KOHKpeTHbIE (OpMBI HACHTH(UKaINY,
UCIIONb3yeMble B TOM WJIM MHOM KOHTEKCTe 3a mpepaenamu oomeHa SASL, MoryTt aukroBaThes Apyrumu crermbukanusmu. Hanpumep,
cnenudukanus npasmi identity assumption authorization (proxy authorization) MoXeT 3aqaBaTh MpEACTABICHHE HICHTU(PHUKALUU MPU
HpOBEpKEe MOJHOMOYNIT M ayTeHTU(PUKAINY B ITPABHIAX ITOJHTHKH.

3. AymeHmucgbukayuoHHbIl 06MeH

Kaxnplii ayTeHTH(HKAIIMOHHBIH OOMEH COCTOMT M3 KJIMEHTCKOrO COOOLIEHWs CepBepy C 3alpocoM ayTeHTH(UKAIUU Ha OCHOBE
OIpe/IeNIEHHOr0 MexaHu3Ma. [lociie 3Toro ciienyer oJHa WM HecKosibKo map 3ampocoB (challenge) oT cepBepa u oTKINMKOB (response) OT
KJIMEeHTa. 3aBepiiaeT oOMeH COOOLIeHHEe OT cepBepa, yKa3blBarollee pe3yabTar npoBepkd. OTMETHM, 9TO 0OMEH MOXKET OBITh IIpepBaH, Kak
omucaHo B maparpade 3.5.

Hwmxe MPUBOAUTCA CXEMATUYECKOC IMPEACTABIICHUE IIpoIecca ayTeHTI/I(i)I/IKaIII/IOHHOTO oOMeHa.

C: Bampoc ayreHTHMPMKALIMOHHOTO O6MeHa

S: IlepBoHauaneHmM Banpoc (challenge) cepeepa

C: llepBOHAYaNbLHENL OTKIMK

<pononHuTeneHile coobmenust challenge/response>

S: PesynbTaT ayTeHTMOMKALMOHHOT'O OB6MeHa
Ecn 0OMeH 3aBepImiics ¢ MOJI0KUTENBHBIM PE3YIBTATOM IPOBEPKH M COTIIACOBAaH YPOBEHB 3aIIUTHI, 3TOT YPOBEHb yCTAHABIHMBACTCS, KaK
omucaHo B naparpage 3.7. DTo mpaBUIO HIPUMEHUMO TaKXKe K MPEICTABICHHBIM HIKE HWILTIOCTPALMSIM.

HekoTopble MeXaHU3MBI YKa3bIBAIOT, YTO IEPBBIMU JaHHBIMU B IPOLECCE ayTCHTU(GUKAMOHHOTO OOMEHa SBISIOTCS JaHHBIC OT KIHEHTa,
nepenaBaeMble cepsepy. IIpoTOKOIBI MOrYT 00ECIeYUBATh JOMOIHUTENBHOE I10J1€ HAaYaIbHOTO OTKJIMKA B COOOIIEHHH C 3allpOCOM JUIs
nepeiaul Takux JaHHbIX. Korma MexaHW3M 3aJaeT, uTo NMEepBBIMH NMEPEAAIOTCS JaHHBIE OT KIIHMEHTa K CepBepy, MPOTOKOJI 00ecreyrBaeT
JIOTIOJTHUTENILHOE TI0JIe HaYaJIbHOTO OTKJIMKA U KIMEHT UCIOJB3YeT 3TO I0JIe, YTO MO3BOJIIET COKPATHTh BpeMsi OOMEeHa Ha OJIMH MHTEPBaj
Kpyrosoro obxona:

C: Bamnpoc ayrenTHMdMraimMOHHOTO of6MeHa + [lepBOHaYaNBHBN OTKIMK

<pononHuTeNbHie coobmenmst challenge/response>

S: PesynpTaT ayTeHTMOMKALMOHHOI'O OOBMeHa
Korna mexanusm 3amaer nepenady NepBbIMU JJaHHBIX OT KJIMEHTa K CEpPBEPY M YINOMSHYTOE I0JI€ HEJOCTYITHO WM HE HUCHOJb3YeTCs, 3a
KIIMEHTCKHM 3alpocoM Iiepenaercs mycToi 3ampoc (challenge) ot cepepa.

C: Banpoc ayTeHTM(MKAIMOHHOI'O O6MeHa

S: Nycroit sanpoc (Challenge)

C: [lepBOHAYaNBHBI OTKJIMK

<pomnonmuTenbHEe coobuenust challenge/response>

S: PeByabTaT ayTeHTHOMKALIMOHHOT'O O6MeHa
Ecny KIMEHT BKJIFOYMT HavalbHBIA OTKIUK B CBOM 3alpoc Ha OpPraHH3alHi0 ayTeHTU(HKAIMOHHOTO OOMEHa B TOM Ciydae, Korja
MEXaHU3M HE IMO3BOJISICT K.]'II/IeHTy nepeﬂ,aBaTb JaHHBbIC l'lepBblM, ayTeHTH(I)I/IKaL[I/IOHHbIﬁ OGMCH 3aBepLLII/ITCﬂ OTKa30M.

SInoccapuii TepMUHOB, Hcnonb3yembix B Unicode, mMoxxHO Haiitm B mokymente [Glossary]. MupopMamus 0 MOmENd KOAMPOBAHHS
cumBonoB Unicode nmeercs B gokymente [CharModel].

www.bilim.com 3 www.protocols.ru




Pa3symHble ceTu oT komnaHum BiLiM Systems MepeBoa RFC 4422

HeKOTOpBIe MEXaHU3MbI 3a/1al0T NE€peaavyy CEpBEPOM MAOIOJHUTEIBHBIX NAaHHBIX, KOTOPBIC IMOKA3bIBAKOT KJIWCHTY YCIICIIHOEC 3aBECPIICHUC
obMeHa. npOTOKOJ’[H MOT'yT obecrnieunBaTh JOIIOJTHUTECJIIBHOC I10JIC JAaHHBIX B UTOIOBOM COO6I_I16HI/II/I U1 IEpeHoCca TaKoOM I/IH(bOpMaLU/II/I.
Kor/:(a MEXaHM3M 3a1acT nepeaavy cEpBepom I{OHOJ’IHI/ITCJ’ILHOﬁ I/IH(i)OpMaHI/II/I 00 YCIICHIHOM 3aBEPLHICHUN 06MeHa, IPOTOKOJI obecrnieunBaeT
IOJIE IJId ne€peaavyu TaKuxX JaHHBIX U CEPBEP MCIIOJB3YET OTO IOJIE, MPOLECC oOMeHa COKpalacTCs Ha OAUH MEPHUOJ KPYTroBOI'o 06X0ﬂai

C: Banpoc ayTrenTMdMxauMOHHOTO o6MeHa

S: IllepBoHauanbHHM Bampoc (challenge) cepBepa

C: [lepBOHaYaJNBHEM OTKJIMK

<JonosHuTeNbHHEe coobmenuss challenge/response>

S: PesynbTaT ayTeHTUOMKAUMOHHOT'O O6MEHA C MHOMNOJHUTEJNBLHHMM NAHHEMKM OO ycrnexe
KOF)Ia MEXaHU3M 3a1acT BO3BpAT CEPBEPOM HOINOJHUTCIIBHBIX JAaHHBIX OJId KJIIMEHTA, a MOJIC A TaKUX HJaHHBIX He)lOCTyl'lHO W HE
HCTIOJIB3YETCS, 3T JAaHHBIE MEPEAAlOTCs KaK 3ampoc, OTKIMK Ha KOTOpBIA Oyner mycTeiM. [locie momydeHHs OTKIIMKa CepBep MepenaeT
coo0IIIeHre 00 YCICIITHOM 3aBEPIIICHUH.

C: Bamnpoc ayTeHTMOPMKAUMOHHOTO O6GMeHa

S: [epBoHauansHeM 3anpoc (challenge) cepeepa

C: [lepBOHaYaNBLHBM OTKJIMK

<momonHuTenbHie coobmenHmss challenge/response>

S: JonmonuuTenwsHEM Sanpoc (challenge)

C: IlycToi OTKIMK

S: PeBsynsTaT ayTeHTMPMKaALUMOHHOT'O OO6MeHa
Korma MexaHuW3M 3ajaeT, 4TO MEPBBIMH B TIpollecce OOMEHa NepelaroTcs IaHHBIE OT KIMECHTa K CepBepy, KIUCHTY MepeaatoTcs
JOTIOJTHATENIFHBIE JaHHBIE O0 YCIEITHOM 3aBEpUICHHH OOMEHa M MPOTOKON MONACPKUBACT IOJS UIA Mepefadd JONOTHUTEIBHOMN
vHpOpMaIK, 0OMEH COKpAIaeTCsl Ha J(Ba IMIEpHOoJia KPyroBoro ooxoma:

C: Banpoc ayTeHTHMOMKauUMOHHOTO O6MeHa + [lepBOHAYANBLHEN OTKIMK

<pmononHUTenbHile coobmenust challenge/response>

S: PesynpTaT ayTeHTHMOMKALIMOHHOT'O O6MeHa C HOOMNOJIHUTEJIBLHBIMM OaHHHMKU 06 ycrnexe
BMECTO:

C: Bamnpoc ayTreHTMOPMKAUMOHHOTO OGMeHa

S: Nycrom samnpoc (Challenge)

C: llepBOHAYANBLHENL OTKIMK

<pomnoJHuTEeNBHEEe coobmenust challenge/response>
S: JomonmHumTenbHHN Bampoc (challenge)

C: [ycToM OTKIMUK

S: PesyapTaT ayTeHTHMOMKAUMOHHOTO O6MeHa

3.1. UMeHOBaHUE MexaHM3MOB
Mexanu3mbl SASL MMEHYIOTCS CHMBOJBHBIMH CTPOKaMH JIMHOW OT 1 mo 20 3HaKOB, cOAepKallMMHU OYKBBI BEpXHETrO pErucTpa Koua
ASCII [ASCII], uudpsl, 3uaku geduca (-) u cumBoisl oguepkusanust (). B npusenennoit nmwke hopme ABNF’ [RFC4234] <sasl-mech>
onpeiensieT CHHTaKCUC UMEH MexaHu3MoB SASL.

sasl-mech 1*20mech-char
mech-char UPPER-ALPHA / DIGIT / HYPHEN / UNDERSCORE
; mech-char moxer cogmepxarTe Toneko Oyxeu A-Z (sarmasmme), 0-9, -, m _ ms nabopa ASCII.

UPPER-ALPHA

$x41-5A ; A-Z (TONBKO BaIJIaBHHE)
DIGIT %$x30-39 ; 0-9
HYPHEN %$x2D ; hyphen (-)
UNDERSCORE = %x5F ; underscore (_)

Perucrpanms nmen mexannsmoB SASL oGcyxnaercs B maparpade 7.1.

3.2. CornacoBaHue MexaHU3MOB

CortacoBaHle MEXaHU3MOB 3aBHCHUT OT TMPOTOKOJIA.

B o6mmem cityuae nmpoTokos OyzeT 3a71aBaTh aHOHCHPOBAHHUE CEPBEPOM IIOJCPKUBAEMbBIX MEXaHU3MOB CBOMM KJIHEHTaM C IIOMOILBIO TOTO
WIX HHOTO croco0a, obecrneynBaeMoro mpoTokoiaoM. KinueHnTt Oyner BbIOMpaTh “NydIInii” MEXaHHU3M M3 4YHCIa HOAJNCPKUBAEMBIX UM U
MOAXOASAIINX IS JAHHOTO CITydYasl.

OTMGTHM, 4TO COINIaCOBAaHMWE MEXaHH3Ma HE 3allUIIECHO ITOCJIEAYIOUIUM ayTeHTI/I(bI/IKaLIHOHHbIM 00MeHOM H, CJI€OOBATCIIbHO, MOXCT
CIIY>KUTDH 00BEKTOM aTak ¢ LEJIBIO BI)I60pa HanMCHEC HAACKHOI'O MeXaHI/ISMag, €CJIN HE MPUHATH JONOJHUTCIbHBIX MEP 3allIUThI.

I[J'[S[ ACTCKTUPOBAHUA TaKHUX aTaK IIPOTOKOJI MOXKET IMO3BOJIATH KIMWECHTY ONPEACIATh OOCTYIIHBIE MEXaHWU3MbI IIOCJIE 3aBEPUICHUA
ayTeHTI/I(i)I/IKaL[I/IOHHOTO oOMeHa U YCTaHOBKH YPOBHS 3allIAThI JaHHBIX, 06ecneqHBan1uer0 o KpaﬁHeﬁ MEpE 3aluTy LEJIOCTHOCTHU. 210
IO3BOJIUT KJIMCHTY O6Hapy)KI/ITI: HU3MCHCHUA B CIIMCKE MEXaHU3MOB, IOAACPIKUBACMBIX CEPBEPOM.

3.3. 3anpoc ayTeHTU(pUKaumMoHHOro oomMeHa

AyTeHTH(UKAIMOHHBIH 0OMEH HHHIMHPYETCs KIHEHTOM ITyTeM Iepeladyl 3ampoca Ha ayTeHTH(MHKALHIO C HCIOIb30BAaHHEM YKa3aHHOTO
MexaHu3Ma. KIMeHT mepemaeT cepBepy COOOIIEHHE, KOTOpPOE COAEPKUT MM MexaHu3Mma. KoHkpeTHBIH (opmar cooOLieHuil 3aBUCUT OT
HPOTOKOJIA.

OTMCTI/IM, 4YTO MMA MEXaHH3Ma HE 3alMIICHO 3THM MCEXAaHU3MOM U MOXET OBITH IMOAMEHEHO aTaKYIOLIUM, €CJIU HE HCIIOJIB3YETCS HHBIX
CpE€ACTB 3alllUTEIL.

Koraa ompenesneH MexaHH3M, MO3BOJISIONIMI KIHEHTY MEPBBIM IepeaBaTh JAHHBIC U MPOTOKOJIBHOE COOOLICHHE IS Mepefadn 3ampoca
BKJIFOYACT JOMOJHHUTEIBHOC IMOJNIE HAYalIbHOTO OTKIHKA, KIMEHT MOXET BKIFOYHTH OTKIMK Ha WM3HA4albHBIH 3ampoc cepsepa (initial
challenge) B cBoif 3anpoc Ha ayTeHTHU(UKALNIO.

"Augmented Backus-Naur Form — pactmpennast popma bakyca-Haypa. Ipum. nepes.
8B opurunaine “downgrade attack”. IIpum. nepes.
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3.4. 3anpocbl N OTKIUKMK

AyTeHTH(HKAMOHHBIH OOMEH BKJIIOYAeT OAHY HJIM HECKOJIbKO map 3ampocoB cepBepa (server-challenge) u oTkimnkoB kiuenta (client-
response), IeTadd KOTOPBIX OIPEACNISIOTCS HCIOIb3YeMbIM MEXaHM3MOM. OTH 3alpochl M OTKIMKU IEPealoTCsi B IPOTOKOJIBHBIX
COOOIIEHHSX, (OPMAT KOTOPBIX OMPEACISIETCS MPOTOKOIOM.

C noMomIbI0 TaKKX 3al[POCOB M OTKIMKOB MEXaHU3M MOXET:

¢ ayreHTH(ULIMPOATh KIIMEHTA Ha CepBepe;

¢ ayTeHTU(]UIMPOBATH CEPBEP HA CTOPOHE KIIMEHTA;

¢ 1epenaTth CTPOKY MASHTH(HMKALNK Ui POBepKH moaHoMounii (authorization identity);
¢ COIIacoBaTh YPOBEHb 3aIUTEL

¢ o0ecreduTh JpyTrue THIBI CepBHCA.

CornacoBaHve YpOBHS 3alllAThIl MOXKET BKJIIOYATh COIJIACOBAHWE 3allMTHBIX CIyKO, 00ECHeYMBAaEMbIX O3THM YPOBHEM, CIIOCO00OB
obecreyeH s 3aluThl, & TAKKe WHIWKAIMI0 MaKCHMalbHOTO pasMmepa Oydepa mM(poBaHHBIX IaHHBIX HA KaXIOH CTOPOHE, KOTOPBIM
YPOBEHb CMOCOOCH NPUHATH (cM. maparpad 3.6).

ITocne mony4eHus 3ampoca Ha ayTeHTH(MKALUIO WIM JI000ro OTKIMKA OT KJIMEHTa CepBep MOXKET Iepenath cBoi 3ampoc (challenge),
npepBaTh OOMEH WM yKa3aTh Ha ero 3aBepiueHue. Ilocne moiydeHns 3ampoca MEXaHW3M HA CTOPOHE KIMEHTa MOXKET HepelaTh OTKIHMK
WM TIpepBaTh OOMEH.

3.4.1. Cmpoka udeHmuchukayuu 01151 NPOBEPKU NMNOJIHOMOY UL
Crpoka naeHTH(GUKanuy 71 IpoBepKH morHoMounii (authorization identity string) mpezncraBisieT o600 MOCIEROBATEILHOCTE (BO3MOXKHO
HyneBoit munel) cumBosioB Unicode [Unicode], 3a uckimouennem cumoia NUL (U+0000).

Ecin ctpoka wnaeHTH(HKAIMM OTCYTCTBYET, 3TO O3HA4daeT, 4YTO KIHMEHT 3alpalluBacT y cepBepa HACHTU(HKAIWIO, CBA3aHHYIO C
HPECTABICHHBIMU KIMEHTOM cBHUaeTenscTBamu (credentials). ITycrast cTpoka naeHTH(OHUKALME SKBUBAJIEHTHA €€ OTCYTCTBHIO.

Hemycrass cTpoka uaeHTH(MKAINM TOKa3bIBAE€T, 4YTO KIMEHT XOYeT MpEICTaBUThCI. B 3ToM ciydae ¢opma HIASHTH(HKAINY,
IpesacTaBisieMas 3TOH CTPOKOMH, a TakKe TOYHbIM CHHTAKCUC U CEMaHTHKA CTPOKU ONPEEIIAIOTCS POTOKOIOM.

Korna ucrnonb3yeMasi B ayTeHTH(GUKAIHOHHOM OOMeHe s Iepejady CTPOK WASHTH()UKAINK CXeMa CHMBOJIBHOTO MPEICTABICHHS 3aBHCUT
OT MEXaHM3Ma, IPEAIOoJIaracTcs, YT0 MEXaHH3M MOXKET MepeaaBath Bce cuMBoibl Unicode (3a uckmouenuem cumpoia NUL).

3.5. MNpepbiBaHMe ayTeHTU(DUKALIMOHHOro obMeHa
Kimuenr wnm CCPBEP MONKET MNPUHATH PEHICHUEC O INMPEPBIBAHUUN ayTeHTI/I(i)I/IKaIII/IOHHOFO 06M8Ha, €CJIM OHU HE XOTAT WJIU HE MOLYT €T0
MPOIOJDKUTH (WIJIM HAYaTh).

KimeHT MOXeT mpepBaTh ayTeHTH(UKaIMOHHBIA OOMEH, repenaBas CepBepy CIEIHalbHOE COOOmeHHe, (popMaT KOTOPOTO 3aBHCHUT OT
npoTtokoia. [IpoTokon MoxeT TpeboBaTh OT cepBepa Nepefaudl KIHEHTY COOOIIEHU B OTBET Ha 3alPOC TOTO OI MPEephIBAHINH 0OMEHa.

Tlomo6HO 3TOMy cepBep MOXKET IpepBaTh ayTEHTU(HKAIIMOHHBIN OOMEH ITyTeM Iepenaddl KIMeHTY CIEenHalbHOro coolmeHwns, ¢popmar
KOTOPOTO ONpPEAEIAETCS MPOTOKOIOM.

3.6. PesynbTaTt ayTeHTU(pUuKaummn
ITo 3aBEPIICHUN ayTeHTI/I(l)I/IKaHI/IOHHOl"O obmena CEpBEP NEPEHACT KIMUCHTY COO6IJ.[CHI/Ie7 MOKa3bIBAaOUIEE pPE3YIbTaT obmena. TouHbli
(hopmat COOOIICHHS OMPENENAETCS IIPOTOKOIOM.

AyTeHTH(HKAIHS 3aBepIIacTCsl 0TKa30M, €CIN

¢ ayTeHTU(UKAIMOHHBIM 0OMEH MpepBaH IO JII000H NpUYNHE;

¢ KIHEHTCKHE CBUAETeNbCTBa (credentials) He OBUIM MOATBEPIKACHBL;

¢ cepBep HE MOXET CBs3aTh UICHTH(HUKALUIO CO CBUACTEIbCTBAMH KITHEHTA;

¢ I[peicTaBlICHHAs] CEPBEPOM sl IPOBEPKU MOIHOMOUHUI CTPOKA HACHTU(HUKALMHA UMEeT HEKOPPEKTHBIN (opMmar;

¢ uaeHTH(UKAIWS, CBA3aHHAs CO CBUACTCIbCTBAMH KJIMCHTa, HE MOXET HCIIOJIL30BATHCS B KAuyecTBE WACHTU(HKAIIMK TPU TPOBEPKE
TTOJTHOMOYHH;

¢ COIJIACOBAHHBIN YPOBEHb 3AIIUTHI (HJIM €0 OTCYTCTBHE) HE YAOBIETBOPSIET TPEOOBAHMUSIM;
¢ cepsep M0 KaKOH-TMO0 MpUYMHE HE XKEeTaeT MPEAOCTaBISTh CBOH YCIYTH KIHUCHTY.

HpOTOKOH MOXXCT BKIIHOYATH JOIIOJHHUTCIBHOC IIOJIC JAaHHBIX B C006H_ICHI/II/I O pe3yjabTare ayTeHTI/ICbI/IKaHI/II/I. DTO moje MOXKET BKIOYATh
JOIOJHUTEIIbHY IO I/IH(l)OpMaL[I/IIO JIMIb B TEX ClIydasiX, Korja ayTeHTI/I(bI/IKaL[I/IH 3aBe€puiniiaCb yCHeurHo.

Ecmm pe3yibTaT ayTeHTI/I(i)I/IKaHI/II/I TOJIOKUTEIBHBIA K YPOBE€Hb 3allUTBl COTJIACOBAH, OJOTOT YPOBEHb YCTAHABJIMBACTCA. Ecmm
ayTeHTI/Iq)I/IKaL[I/ISI 3aBCpIINJIaCh OTKa30M WUJIM YPOBECHb 3allIUTHI HE ObLT COorjlaCcoBaH, COXpaHACTCA TeKyH_[I/Iﬁ YPOBEHL 3allIUTEIL.

IlepenaBaemoe cepBepoM COOOIICHHE O PE3yNbTaTe ayTEHTU(HUKAIIMA MOKET 00ecTieunBaTh Ui KIMEHTa CIOCO0 pa3anyaTh OMUOKHU, MPH
KOTOPBIX JIydIlle BCErO MOBTOPHO 3alPOCUTH Y IOJIL30BATENsI €ro cBHAeTenbcTBa (credentials), oT omMOOK, MPH KOTOPHIX JIydIle BCETO
PEKOMEH/IOBATh KIIMEHTY OOpaTUThCA K CepBepy IMO3/HEe, WM OIIMOOK,IPH KOTOPBIX IOJb30BATENI0 CIEAYeT OOPATUTHCS K CHCTEMHOMY
aZIMIHHCTpaTOpy Ut pernreHus npobiem (cM. koasl oTkiukoB SYS n AUTH POP [RFC3206] B kauecTBe nprMepa). Takasi BO3SMOXKHOCTh
HOJIe3Ha, B YACTHOCTH, B MEPUOABI 3aIUIAHMPOBAHHOI'O OOCIY)KMBaHHSA CEpBepa, MOCKOJIbKY OHA II03BOJSCT CHU3HUTH PAaCXOAbl Ha
HOIICP)KKY. BaXKHO Takke HACTPOHUTH CepBep TaK, YTOOBI COOOIICHHsS O pe3ylibTaTe ayTeHTU(GUKALMKM HE MHO3BOSUIM OTIMYUTH
KOPPEKTHOT'O I10J1b30BaTelIsl C HEKOPPEKTHBIMU CBUJIETEIbCTBAMU OT HEKOPPEKTHOT'O TI0JIb30BATEIIS.
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3.7. YpoBHM 3alMThI

Mexanu3mbl SASL MoryT mpeluiarath MIHMPOKHMH CIEKTp CpeacTB 3amuThl. OOBMHO CIOAA BKIJIIOYAETCS 3aIllUTa LEJIOCTHOCTH H
KOH(QUICHIUATBFHOCTH NaHHBIX. MexaHu3smbl SASL, koTopple He 00ecCIedHMBalOT YpPOBHS 3aIlUTHI, TPAKTYIOTCS KakK COIJIACYIOIINE
OTCYTCTBHME YPOBHS 3aI[UTEI.

Ecnmu mcnomp3oBaHME YPOBHS 3alUTHI COTJIACOBAHO B IIpoILecce ayTeHTU(PUKAIMOHHOTO OOMEHAa, 3TOM YPOBEHb YCTaHABIUBAETCS
CepBepoM IIOCJe Iepefadyd COOOLIeHHs O pelyjbrare ayTeHTH(QHKALWM, a KIMSHTOM — IPH IOJYyYeHHH 3TOro coodueHus. B obomx
ClIydasiX ypOBEHb yCTaHABIMBACTCS JO MEpeJayul MOCIEAYIOMUX MPOTOKOIBHBIX JaHHBIX. TOYHBI MOMEHT Hayaja UCIOIb30BAHUS YPOBHS
3aIIUTHI JUIs TIOTOKOB JJAHHBIX IPOTOKOJIA ONPEAEIIeTCS CaMUM IPOTOKOJIOM.

ITocne Toro, kak ypoBeHb 3aLUTHI BCTYIAeT B CHIy JUIs MOTOKOB JaHHBIX MPOTOKOJIA, OH OCTAeTCs B ISHCTBUM JIO TE€X MOp, MOKa He OyneT
YCTaHOBJIEH 3aHOBO COIJIACOBAHHBIN YPOBEHb 3AIUTHI MM HIDKEJISKAIllee TPAHCIIOPTHOE COSIMHEHHE He OylIeT pa3opBaHo.

Koraa ypoBeHb 3alIMTHI aKTHBEH, OH NMEPEHOCUT MPOTOKOJBbHBIC AaHHbIE B Oy(epbl 3allMIICHHBIX AaHHBIX. Ecin B Kakoif-To MOMEHT
YPOBEHB 3alllUTHl HE TOXKENACT WM HE CMOXET MPOJIOJKUTH CO37aHue Oy(epoB, 3aIlUIIAIONINX MPOTOKOIbHEIC JTaHHBIC, HIDKEICKAIIEE
TPAaHCIIOPTHOE COCOMHCHHE JOJIKHO OBITh pa3opBaHo. Ecium ypoBeHb 3aIUTBI HE CIOCOOCH JCKOMMPOBATh MNpHEMHBIH Oydep,
HIDKEJIEXKAIIee TPAHCIIOPTHOE COCAMHEHHE JOJIKHO OBITh pa3opBaHO. B 00oMX cilydasx TpaHCHOPTHOE COCIUHCHHUE CJIeAyeT 3aKpPhIBATh
KOPPEKTHO.

Kaxnpiii Oydep 3alMINEHHBIX TaHHBIX MEPEIAcTCs uYepe3 HIDKENIEKallee TPAHCIIOPTHOE COEIMHEHHE B BHJE IOCIIEN0BATENLHOCTH
OKTETOB, KOTOPO#l MPEMIECTBYET 4-0KTETHOE TIOJIE C CETEBBIM MOPSIKOM OalTOB, KOTOPOE TPEICTaBIsACT pasMep Oydepa. Pasmep Oydepa
3AIMIICHHBIX JaHHBIX JOJIKEH ObITh HE 0OJIbIIE MAKCHMAIBLHOTO pa3sMepa, KOTOPBIM OKUIAET MPUHATH Apyras CTopoHa. IIpu moiaydeHun
JAHHBIX, pa3Mep KOTOPHIX MPEBHINIAET MAKCHMAaJIbHO JOMYCTHMBIM, MPUEMHON CTOPOHE CJIEAYET 3aKpPBITh COEIWHEHHE U OHa MOXET
TPAKTOBATh 3TO KaK aTaKy.

MakcuManbHBIH pa3Mep, KOTOPBIH OXHUIAeT NMOJTyYUTh KakIas CTOPOHA, ONpeAeiseTcs HCHONB3YyeMbIM MEXaHH3MOM (CoriacyeTcst Win
3amaercs crenuduKanien).

3.8. MHOXecTBeHHas ayTeHTUdMKaLmA

Ecnm mporokonoMm sBHO (B TEXHMYECKOH crelu(uKanuy AaHHOTO NMPOTOKOJIA) HE yKa3aHO WHOE, B MPOTOKOJIBHOW CECCHUM JOIyCKaeTCs
JIMIIb OJHa YCIICUIHAs ayTeHTI/I(bI/IKaL[I/ISI SASL. ITocne YCIICIHOT'O 3aBEPUICHUSL ayTeHTI/I(i)I/IKaIII/II/I Z[aJILHeﬁHIHe IOTIBITKKW OpraHu3alun
ayTeHTPId)I/IKaL[I/IOHHOFO obmena INPpUBOJAT K OTKa3y.

Korma mpotokon pa3perraer MHOTOKpaTHyIO ayTeHTH(HKaruio SASL, MOXXET BBIMONHATHCS MHOXECTBO CEAHCOB ayTEHTH(HKAIOHHOTO
oOMeHa, HO HU B KOEM Clly4ae OJHOBPEMEHHO HE MOXET HCIIOJIb30BAaThCS MHOXKECTBO YPOBHEH 3amuTHL. EcCiM ypoBeHB 3amuTHI yke
HCTIONB3yeTCs W NpH clefyromeM cormacoBanuu SASL BeIOHpaercss Opyroi ypoBeHb, HOBBI YpOBEHb OyAET HCIONB30BAaThCS B3aMEH
craporo. Ecim ypoBeHB 3alMTHI HCIIONB3YyeTCs, a IPH HOBOM coriiacoBaHni SASL BEIOpaHO OTCYTCTBHE 3aIJUTHOTO YPOBHS, COXPAHUTCS
MIPEXXHUH YPOBEHD 3aIUTHL.

Korma mnportokon paspemaer MHOTOKpPAaTHYIO yCIHENHYyI0 ayTeHTH(ukanuio SASL, BinsHHE oOTKa3a IpH IOCIERyomell MNOIbITKe
ayreHTupukanun SASL Ha paHee NPOBEACHHYIO ayTeHTH(HUKAIMIO M IMPOBEPKY MOIHOMOYHWI ompenensercsa mnpoTokosoM. Cuemyer
00paTUTHCS K TEXHUYECKON CreHU(UKAIMU IPOTOKOJIA, YTOOBI OMPEIEIUTh CIIEAYeT COXPaHATh paHee ayTeHTH()HIMPOBAHHOE COCTOSIHHE,
NIePEXOJUTh B COCTOSHME A1 AaHOHMMHOTO II0Jb30BAaTelsi WIM NPUHUMAaTh WHBIC Mepbl. He3aBHCMMO OT NPUHATOrO VIS MPOTOKOJIA
BJIMSIHHS Ha TPEABIAYIICEe COCTOSHUE, COTJIACOBAaHHBIH PaHEe yPOBEHb 3AIlUTHI COXPAHAECTCS.

4. TpeboeaHusi K NPOMOKos1IaM

Jlst Toro, 9TOoOBI MPOTOKOJI MOT HpeyIaraTh cepBuc SASL, ero crienudukanys K0JKHA COAEPKATH CIEAYIONIYI0 HHPOPMANUIO:

1) Wwms cepsrica, KOTOPOE MOXKET OBITh BBIOPAHO U3 PETHCTPa JJIEMEHTOB "service" JUisl CBSI3aHHOTO ¢ XOCTOM MMeHH cepBruca GSSAPI,
Kak omucaHo B maparpade 4.1 mokymenrta [RFC2743]. OtMeTum, 9TO 3TOT PETHUCTP COBMECTHO HCIIOIB3YETCS BCEMH MEXaHH3MaMHU
GSSAPI u SASL.

2) [eramm Bcex acleKTOB COTJIACOBAHHS MEXaHU3Ma, 00ecTieYnBaeMbIX IPOTOKOIOM (cM. maparpad 3.2).

IIporokomy ciemyer 3amaBaTh CpPEACTBa, C HOMOIIBIO KOTOPHIX KIMEHT MOXET (Kak 1o Hadaina ooMeHa SASL, Tak u mocie yCTaHOBKH
YPOBHS 3alUTHI B pe3ysbTare oOMeHa) UMeHa MexaHn3MOB SASL, KOTOpBIe cepBep eNaeT JOCTYMHBIMH JUT KIHEeHTa. DTO BaXKHO JUIS
obecrieyeHHsl KIHEHTY BO3MOXKHOCTH JIETCKTHPOBAHMS aTak, HAIPABICHHBIX Ha CHIDKCHHE YPOBHS 3allUThl. Takue cpeicTBa 0OBIYHO
ofecreynBaTCs ¢ HOMOIIBIO QYHKIMIH IETEKTUPOBAHUS PACIIMPEHHI IPOTOKOJIA U COTTIACOBAHHS BO3MOKHOCTEH.

3) OmpeneneHus cooduIeHUH, TpeOyeMBIX MPU ayTCHTU(PHUKAIUOHHOM OOMEHE, BKIFOUasl CIICIyFOIIHe:
a) CoOOIIeHHUs TS 3arpoca ayTeHTUGHUKamoHHoro ooMena (cMm. naparpad 3.3).
Takue cooOLICHNS JOKHBI COEPKATD MOJIE I Iepeiadyd HIMEHH MEXaHU3Ma, BBIOPAHHOTO KJIMEHTOM.

B Takue cooOlueHus cJeqyeT BKIIOUATh HE0OsI3aTeIbHOE TOJIe AJIs Mepe/iadud HavaabHOro OTKIMKa. Ecin cooluieHne onpeneneHo
C TaKUM TI0JIEM, CTIEIU(UKAIUS AOJIKHA OMHICHIBATH KaK COOOIIEHHS C IMyCTHIM Ha4aJbHBIM OTKIMKOM OTIMYAIOTCS OT COOOIIEHUH
0e3 Takoro OTKIHKA. JTO TOJIE MOJKHO 00ECIeYrBaTh BO3MOXHOCTH TEpEIadyd MPOU3BOJBHOHN IMOCIECIOBATEILHOCTH OKTETOB
(BKIIIOYAS TTOCTIEIOBATENBHOCTH HYJIEBOW JUTMHBI M TIOCIEAOBATEIBHOCTH C HYJICBBIMH OKTETAMH).

b) CoobuieHus s nepenaun 3anpocos (challenge) cepepa u oTKIMKOB (response) kiareHTa (cM. maparpad 3.4).

Ka)moe HU3 TakKux COOGH.[CHPIﬁ JAO0JIZKHO obecreurBaTh BO3MOXKHOCTD nepeaayu IMnponu3BOJIBHBIX MOCJIeIOBATEILHOCTEH OKTETOB
(BKJ'I}O‘-IaS{ OCJICA0BATCIIbHOCTH HyJ'IeBOﬁ JUIMHBI ¥ TOCJIEA0BATECIIbHOCTHU C HYJIEBBIMU OKTeTaMI/I).

¢) CooOrieHne 118 HHAUKALMK pe3ysbTaTa ayTeHTH(UKAIHOHHOro obMeHa (cM. maparpad 3.6).

B Takue COO6I.II€HI/I$I CJIeayeT BKIIKOYATh HeoOs3aTeIbHOe  TI0JIe Ui nepeaadu  JOIMOJHUTCIIBHBIX MaHHBIX IIpU YCHEHIHOM
3aBCPUICHUN obmena. Ecnum JJIsL COO6H.[€HH$[ OIpEACICHO TaKO€ IOJIC, cneund)m(aum JAOJIZKHA OITMChIBATH crocod PpasjininuTh
COO6HI€HI/I$I C IIYCTBIM IIOJIEM I[OHOIIHI/ITGJII:HOﬁ I/IHq;)OpMaIII/II/I oT COO6H.[GHI/II71 0e3 Takoro IoJIs. Tlone moskHO o0ecrieunBaTh
BO3MOXHOCTL II€pCaavdn HpOPI3BOJ'ILHOﬁ oCJICA0BAaTCIIBHOCTH OKTCTOB (BKJ'IIO‘-IaH 0CJICA0BATCIBHOCTH HyﬂeBOﬁ JUIMHBI M
TMOCI€A0BATEIIbBHOCTH C HYJIEBBIMU OKTeTaMI/I).

°Generic Security Service Application Program Interface — 6a30Bblii IporpaMMHbIiA uETEPDEC Cityk0 3ammuThl. Ilpum. nepes.
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4)

5)

6)

7)

8)

OmnncaHnue CHHTaKCHCa ¥ CEMaHTHKU HEIMYCTHIX CTPOK MACHTH(UKAUK MIPY IPOBepKe IMoTHOMOouHH (cM. maparpad 3.4.1).

YroOBsl M30aBUTBCS OT MPOOJEM HHTEPONEPaOENbHOCTH B PE3yJIbTaTe HCIONB30BAaHHUSA pPa3HOW HOpMAalW3alld, CHEHUPHKALNS
MIPOTOKOJIA /I0JIZKHA TOYHO ONHMCHIBATh KaK M TAe (KJIMEHT WM CepBep) TOTOBSTCS HEIYCThle CTPOKU HACHTH(HKAIMK HPH IPOBEPKE
MOJIHOMOYHMH, BKJIIOYas JIOOYI0 HOPMaJIM3aLHIo, JUI ONepaliid CpaBHEHHMS M APYruX (QYHKUMH, 00ecHedYnBaIOIIMX KOPPEKTHYIO
pabory.

PekoMeHIyeTcs BKIIOYATh B CICHU(UKALMIO OINHCAHWE HPHUMEHEHUs CYLIECTBYIOIMX (GOPM HMACHTHGHUKAUUM NPH ITPOBEpKE
TTOTHOMOYHH, a TaKXKe CYIIECTBYIOIINX BAPHAHTOB MPEICTABICHUS CTPOK TAKUX, KaKk OOBIYHBIC HMEHa monb3oBaTeneit [RFC4013].

Korpa cnenudukanus He OmHChIBaeT TOYHO Kak uaeHTudukamus B SASL cBs3aHa ¢ MaeHTH(HKALHMEH, HCIONB3yeMOil Apyrumu
KOMIIOHCHTaMH HPOTOKOJIa (HapHMep, B MpaBHIaX KOHTPOJIS JOCTYyIa), A HPOTOKOJIA MOXKET OKa3aThCs MOJIE3HBIM IOIJCPKKA UL
KJIMEHTOB MeXaHnW3Ma oOHapyxeHus WH(OpMauuu (HampuMmep, NPEACTaBICHUE HIACHTU(QUKAIMH, HCIOIb3YeMOH IPU peLIeHUH
BOIPOCA O MPEAOCTABICHUH J0CTYIa) 00 UMEIOMHNXCS COC00axX MACHTU(PHUKALNY IS TAKUX [EeNeH.

Jletanu Bcex Croco60B, KOTOPhIE MTO3BOJISIOT KIUCHTY W/HIIK CepBepy MpepBaTh ayTeHTU(HUKAIHOHHBIH oOMeH (cM. maparpad 3.5).

IIpOTOKOINBI, MOJNEPKUBAIOIIHE MHOXKECTBCHHYIO ayTCHTU(MKALHMIO, OOBIYHO MO3BOJIIOT KIMEHTY IIpepBaTh MPOMCXOASIIMIA
ayTeHTU(HKAI[OHHBI OOMEH ITyTeM HHULMHPOBAHUS HOBOTO oOMeHa. IIpOTOKOJBI, KOTOpHIE HE IMOJJIEPKUBAIOT MHOXECTBEHHYIO
ayTeHTU(UKAIMIO, MOTYT TpeOoBaTh OT KIIMEHTa 3aKpbhIBaTh COEJMHEHHE M OTKPBIBATH HOBOE ISl MPEPHIBAHUS HPOHCXOISILETO
ayTeHTH(HKAI[IOHHOTO O0OMEHa.

[IpoTOKOIBI OOBIYHO IMO3BOJISIOT CEpPBEPY MpPEphIBATh MPOUCXOSAIINN ayTeHTU(DHKAIIMOHHBI OOMEH MyTeM BO3BpaTa COOOLICHHS O
HEy/auHOH ayTeHTH()UKAIINH.

TouHOro yKa3aHWsI MOMEHTa, C KOTOPOrO HAYMHAET HCIIOIB30BAThCS BHOBb COTJIACOBAHHBIM YPOBEHB 3aIlUTHI sl 0OOUX HATPABICHHUH
(cm. maparpad 3.7).

OOBIYHO CHCHH(bHKaHHH Tpe6y10T HaYuWHATh HWCHOJIb30BAHUC YPOBHS 3alllUTbl, HAYWHasg C INEPBOI'0 OKTETA, NEpE€aaBacMOro I10CJE
pe3yiibTaTta ayTeHTI/I(i)I/IKaIII/II/I, JUIA C006IIIeHI/II71 OT CE€pBEpa U NEPBOro0 OKTETA, IE€PEAaBa€MOro mnocje npuema COO6HI€HI/I$I O pe3yJibTaTe
ayTeHTI/I(bI/IKaL[I/II/I, JUIA KJIMCHTA.

Eciti mpoTOKOIJ MOIEpKUBAET APYTHE CITy)KOBI 0OeCTiedeHnst YPOBHS 3ammMThl (Takue, Kak TLS' [RFC4346], cnenudukanus 10/KHA
OITHCHIBATh, KaK 3TH YPOBHHU IIPHMEHSIOTCS K JAaHHBIM IIPOTOKOJA.

Hanpumep, koraa npoTokos noaaepkuBaeT ypoBHH 3amuTsl TLS u SASL, cienmpukanms MOXKET yKa3aThb JIF000H U3 HepeuUCICHHBIX
HIDKE BapUaHTOB!

a) ypoBeHb 3anuThl SASL Bcerjja npUMeHseTcs IEePBBIM UL EPEIaBaeMbIX JaHHBIX U MOCIEAHUM JUIS IPUHHUMAEMBbIX;
b) yposens 3ammuTsl SASL Becerna npuMeHsETCs MOCIESTHUM JUTS IIepeaaBaeMbIX JaHHBIX U ITEPBBIM JUTS IPHHIMAEMBIX;
C) YPOBHH 3allIUTHl IPUMEHSIOTCS B MOPSIKE UX YCTAaHOBKH;

d) ypoBHH 3alUTHI IPUMEHSIOTCS B MOPSAKE, 0OPATHOM IOPSIIKY UX YCTAHOBKH;

e) o6a ypoBHsa TLS u SASL He MOTYT OBITH yCTaHOBJICHBI.

Wupnkanms TOANep)KKH MHOXKECTBEHHOH ayTeHTHukanuu (cMm. maparpa¢ 3.8). Ecnmm Takas ayTeHTHQUKAIUs HOAAEP)KUBACTCS,
JOJKHO OBITH JETaJbHO OINMHCAaHO IOBEJCHHE MpPU OTKaze OT ayreHTHukauuu SASL 1ist Tex ciaydaeB, KoOrja Mpenblayias
ayTeHTU(HKanKs ObUIa 3aBepIIeHa YCIEITHO.

B crnenu¢ukanumu mpotokona ciaexyeT u3deratb TpeOOBaHMN K peann3aldM, MPEISTCTBYIOIIMX 3aMeHe NMPUMEHHMBIX MeXaHH3MoB. B
olmem ciaydae crnenuduKay MIpOTOKOJAa cJiefAyeT ObITh HEUTPaJbHON MO OTHOIICHHIO K MexaHu3MaM. OIHAaKo U3 3TOro IpaBuia
CYIIECTBYET MHOXKECTBO UCKIIIOYCHHH, B TOM YHCIIE IIEPEUHCIICHHBIC HIDKE!

*

*

*

A€TaIn3anusd TOro, Kak B B IPOTOKOJIE TIPOUCXOAUT YIIPABJICHUE CBUACTEIILCTBAMU (KOTOpLIC CBSA3aHBI C MeX&HI/IBMaMI/I);

JeTanu3alys TOro, Kak ayTeHTU(QUKAIMOHHAs HWAeHTH(UKauus (Ompenensercss MeXaHW3MOM) M HICHTU(QHKAlMs MPH TPOBEpKe
MOJHOMOYHH (OmpenenseTcsi HPOTOKOIOM) CBS3aHBI OJTHA C APYTOif;

ACTann3alnd NIPUMEHUMOCTHA MEXaHU3MOB UIS1 JAaHHOTO IIPOTOKOJIA.

5. TpeboeaHus1 K MexaHU3MaM

Crenudpukaru Mexaniu3mMoB SASL K0KHBI 00eCIieunBaTh CICIYIONIYI0 HHOOPMALIUIO

1}
2)

Wmst mexarmsma (cM. maparpad 3.1). 1o uMst JOI2KHO OBITH 3apETHCTPHUPOBAHO, KaK OIMCAHO B maparpade 7.1.

Omnpenenenue 3anpocoB ceppepa (server-challenge) u oTkiukoB kiaueHTa (client-response) B mporiecce ayTeHTHOUKAIMOHHOTO 00MeHa,
a TaKxKe:

a) Mumuxanuro Toro, HaumHaeT paboTy MexaHm3Ma kiueHT (client-first), cepBep (server-first) mmm 3To MOXeT H3MEHATHCS (variable).
Ecnn mexanm3m SASL ompezneneHn, kak client-first, a KIIMEHT He mepegaeT HAYANBHOTO OTKIMKA B 3alpOce Ha ayTeHTU(HUKAIHIO,
nepBbii 3ampoc (challenge) cepBepa mosmken ObTh mycThiM (MexaHm3M EXTERNAL ssistercst mpumepom Takoro ciydast). Ecim
MexaHm3M SASL ompeneneH, kak variable, cnenmdukanus DODKHA yKa3blBaTh IMOBEJCHHE cepBepa IS TeX CIydaeB, KOrga
HavyaJbHBIH OTKIMK B KIMEHTCKOM 3ampoce Ha ayreHTudukamuio omymieH (mMexanusM DIGEST-MDS [DIGEST-MDS] ssusetcs
npumepoM Ui 3Toro ciydast). Ecmum mexanusm SASL ompenenen, kak server-first, s KiIneHTa HeJOMYCTHMO IeperaBaTh
HavalbHBI OTKIMK B 3alpoce Ha ayTeHTH(HUKAIMIO (IPUMEPOM [UIs 3TOTO Ciiydas MOXKeT ciykuTh MexaHmsM CRAM-MDS5
[CRAM-MDS5)).

b) MHaukanus TOro, NMpearoaraeTcsi Ju CO CTOPOHBI cepBepa MPEJOCTABICHHE JOMOIHUTEIBHBIX JAHHbIX, MOKA3bIBAIOIIMX YCIEX
npu ayreHtudukanuu. Ecnu Takne DaHHBIE OXHIAIOTCS M cepBep LuleT Mx Kak 3ampoc (challenge), cneuudukanus HoIKHA
MOKAa3bIBaTh, YTO B OTBET HA TaKOH 3aMpoc MepeaeTcs MyCcToi OTKINK.

Ilpu paspabotke mexanu3smoB SASL cilexyeT MUHUMH3MPOBATH YHCIO 3allPOCOB M OTKIMKOB, TPeOyeMBIX [UIS BBITOJHEHUS
ayTeHTU(HUKALMOHHOTO OOMEHa.

"“Transport Layer Security — 3aiuTa Ha TpaHCIIOPTHOM ypoBHE. IIpum. nepes.
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3) Wnenrudukaiys BOZMOXKHOCTHU IOJICPKKH MEXaHU3MOM Iepeladl CTPOK WACHTU(UKALMH HIPH IPOBEpKE MOJTHOMOYHIT (cM. aparpad
3.4.1). XoTs1 HEKOTOpBIE yHACIICIOBAaHHBIE MEXaHU3MBI He CIIOCOOHBI IiepeaaBaTh cTpoku authorization identity (3To 03Ha4aeT, 4yTo IS
JaHHOTO MexaHm3Ma authorization identity Bo BceX cily4asix sBISICTCS IYCTON CTPOKOW), HOBBIM MEXaHH3MaM CJIedyeT MO/ICPKUBAT
nepenady CTPOK WACHTHU(UKALUYM IPU TPOBEpKe IOJHOMOUYMH. MexaHW3MaM He CJIeAyeT IOJJIep)KUBATh OAHOBPEMEHHO Iiepernady
OTCYTCTBHUS CTPOK authorization identity u mepenady ImycTBIX CTPOK MICHTU(PHUKALUH TIPH MIPOBEPKE ITOTHOMOYHIA.

MexaHH3MEI, CIIOCOOHBIE TIepenaBaTh CTpokH authorization identity, JOMKHBI OIAEPKHUBATH BO3MOXHOCTH IepeJadl MPOU3BOIBHBIX
HEMyCTHIX IOCeq0BaTeNbHOCTeH cuMBoNoB Unicode, Biimrowas crpoku ¢ cumBoimamu NUL (U+0000). MexaHuzmam ciaexyer
ucrionb3oBath Gopmat npeodpazoanuss UTF-8 [RFC3629]. B cneru¢ukanum K0a:KH0 OBITh YKa3aHO, KAKUM 00pa3oM BKIIOYAIOTCS B
CTPOKH HJICHTH(QUKANH BCE IIOCIEAOBATEILHOCTH CHMBOJOB, MMEIONINE CIENMAaNbHOE 3HAYCHHE Ui AAHHOTO MEXaHHW3Ma, BO
n30exaHne HEOTHO3HAUYHOCTH IPH JEKOJUPOBaHUM cTpoK authorization identity. OOBMHO MEXaHU3MBI, UCHONB3YIOIINE CHEIHATEHBIE
CHMBOJBI, TPeOYIOT Ui TaKHX CHMBOJIOB JOOaBKH CIIEIMAIBHOTO €scape-CHMBOJIA WIIM IIPEACTABICHHS TAKUX CHMBOJIOB B BHIE
TOCIIeIOBATENBHOCTH (TI0c)e mpeoOpa3oBaHus B 3aaaHHBI (opmar Unicode) ¢ mcmonbp3oBaHMEM CXeM KOAWPOBAHHS IAHHBIX THIIA
Base64 [RFC3548].

4) Cremm¢uxanus A0JKHA yKa3blBaTh, MpEHIaraeT JIM MEXaHW3M YPOBEHb 3aIUTHL. ECIH MeXaHHM3M mpeularaer Takoil ypOBEHb,
crienuUKAMA JOJIKHA [ETANbHO OIMCHIBATh 3alUUTYy M APYrHe YCIyrd, oOecredrBacMble 3TUM YPOBHEM, a TaKXkKe CIOCOOBI
peann3anuy cepBHca.

5) Ecnu ucnosib3yeMasi MEXaHH3MOM KpHUNTOrpaduueckas TEXHOJIOTHS MOJJEPKMUBACT 3allUTy LEJOCTHOCTH JaHHBIX, CHElH(UKALUI
MeXaHH3Ma A0JKHA 3alIMIIATh IIeTOCTHOCTh NpH Iepenade cTpok authorization identity u corimacoBaHUM YPOBHSI 3aILIUTHL.

Mexanusmam SASL ciienyeT ObITH HEHTPAIBHBIMH [0 OTHOLICHUIO K IMPOTOKOJIAM.

Mexanu3mam SASL ciexyer ncroip3oBath cylnectByromme (opmsl cBuaetenbctB (credential) u maentudukannu (identity), a Taxxe
CBSI3aHHBIH C HUMHU CHHTaKCHC U CEMAHTHKY.

Mexanu3mam SASL ciexyer ucnons3oBath ¢opmar npeodpasosanust UTF-8 [RFC3629] mis npeacrasienus nepegaBaeMbix koaoB (code
point) Unicode [Unicode].

Bo n3bexanne npobieM HHTEpPONepadeIbHOCTH B Pe3ysIbTaTe Pa3invyHON HOPMAIIM3aLUK, KOTJa MEXaHU3M BBI3BIBAETCS Ul CHMBOJBHBIX
JaHHBIX (OTIMYHBIX OT CTpok authorization identity), koTopble OyIyT HCHOJNB30BAaThCSA B KadecTBE BXOAHON wnHpopMamum uis
kpunrorpapuueckux (GYHKUME W/ (QYHKUMA CpaBHEHHs, crenuduKanys MAOMKHA TOIPOOHO OMMCHIBATh KOTAA W TJE TOTOBSITCS
CHMBOJIBHBIE JJaHHBIE (BKIIIOYAst JTI00YI0 HOPMAJIM3aIHMIO) JUIS Iepefadr uX QyHKIHUIM, YTOOBI 00eCIIeUUTh KOPPEKTHYIO padoTy.

Jlnst mpoCThIX MMEH II0JIb30BaTeNeil M mapojei B ayTeHTH(HKAMOHHBIX CBHACTENLCTBAX B KAYeCTBE AITOPHUTMa MOATOTOBKHU CJIeXyeT
ykazeBaTh SASLprep [RFC4013] (mpodwis anroput™a noarorosku StringPrep [RFC3454]).

MexaHu3MaM He cJefyeT HCIOJb30BaTh cTpoky authorization identity mpu reHepaniy KakuX-JIHOO JOJNTOXKHBYIIMX KPUNTOTpadUuecKuX
KIFOUEH WM XOII-3HAYEHHH, MOCKONBKY HE CYIIECTBYeT TpeOoBaHHWs, MO KOTOpoMy cTpoku authorization identity IOMKHBI OBITH
KaHOHWYECKUMH. JlONTOCPOYHBIH B JaHHOM CIydae O3HauaeT CYIIECTBOBAHHE B TEUEHHE CPOKA, NMPEBBIIAIONIET0 HMPOAOJDKUTEIBHOCTD
ayTeHTH(GHUKAIHOHHOTO oOMeHa. T. €., MOCKOJbKY pasHble KIHEHTHl (OAHOTO HJIM PA3JIMYHBIX IPOTOKOJIOB) MOTYT HPEROCTABIATH
pasnmuHble CTpokH authorization identity, KOTOpble CeMaHTHYeCKH OyAyT SKBUBAJEHTHBI, MCIOJIF30BAaHME TAaKUX CTPOK JUIS TeHEpaIlul
KPUNTOrpauuecKux KIoUe U X3II-3Ha4YeHUH MOXKET NPHBOAUTE K MPoOIeMaM HHTEpONepadeIbHOCTH M HHBIM CIIOKHOCTSIM.

6. Bonnpocbl 6e3onacHocmu

Bomnpocs! 6e30macHOCTH 00CYKIAI0TCS Ha MPOTSHKEHUH BCETO JOKyMEHTa.

MHorue u3 cymecTByrmmx MexaHm3MoB SASL He o0ecrieuynBarOT aJeKBaTHOW 3alIUTHI OT MACCUBHBIX aTak, OJOKUPYS JIMINb aKTHBHEIC
aTakd B Mpolecce ayTCHTH(PUKAIMOHHOIO oOMeHa. MHOTHE U3 CYIISCTBYIONIMX MEeXaHW3MOB SASL He MoIIep)KUBAIOT YPOBHS 3all[HTHI
Ecte Hagexna, yto HoBble MexaHM3MBI SASL OymyT obecreunBaTh CHIIBHYIO 3alUTy OT MACCHBHBIX aTaK, aKTHBHBIX aTak B IPOIECCe
AyTEeHTU(HUKAIIMOHHOTO OOMEHA, a TAaK)Ke 3alllUTHBIC YPOBHHU C CHIILHBIMH 0a30BBIMHU CPEJCTBAMH 3alllUTHl JTAHHBIX (HANPHUMEp, 3aIlUTa
LETOCTHOCTH M KOH(UAeHIHanpbHOCTH). ECTh Hamekaa W HA TO, 9TO Oyayiume MexaHu3Mmbl obecredar Ooiee 3(deKTUBHBIE CpeacTBa
3alIUTHI THITA pEreHepain Kirtodel (cM. maparpad 6.3).

Kpome Toro, cxema SASL uyBcTBUTENIBPHA K aTakaM, HallpaBJICHHBIM Ha CHIDKCHHE ypoBHS 3amuThl (downgrade attack). B maparpage 6.1.2
paccMaTpHBAIOTCS Pa3IMYHBIE CIIOCOOB! ETEKTHPOBAHMS M IPEJOTBPALICHNUs TAKUX aTaK. B HEKOTOPBIX CIIydasX MOXHO BOCIIOJIb30BAaThHCS
BHEIIHIMH T10 OTHOIIEHHIO K SASL cpeacTBamMu 3alUTh IETOCTHOCTH AaHHBIX (Hampumep, TLS) s 3amuTsl OT aTak, HampaBJICHHBIX Ha
CHIDKeHHe ypoBHs 3amuThl B SASL. IIpuMeHeHnme BHEMIHHX CpPEACTB 3alIUTHl BAXKHO TakkKe JUII TeX CIydaeB, KOrja JOCTYITHBIE
MEXaHM3Mbl CaMH 10 ce0e He 00EeCIeYMBAIOT aJCKBATHOM 3alUTHI IEJIOCTHOCTH W/WINM KOH(HICHIMAIBHOCTH ayTEHTHU()UKAI[MOHHOTO
0oOMEHa W/WJIH TaHHBIX TPOTOKOJA.

6.1. AKTMBHbIE aTaku
6.1.1. [Nlepexeam

Korma xnuenTt BeiOupaeT ypoBeHb 3aumThl SASL, obecriednBaromuii Mo KpaifHe Mepe 3alluTy HEeJOCTHOCTH, Takas 3aIlluTa paboTaeT Kak
CpE€ACTBO NMPOTHB AKTUBHBIX aTaK C NEPEXBATOM COC}II/IHGHI/Iﬁ u MOJlH(l)l/IKaI_II/IeP'I JaHHBIX IPOTOKOJIA, NMEPEAABACMBIX IOCJIC OpraHu3aluu
3alIMTHOTO YypoBHA. Peamm3amusiM cJieyer paspblBaTh COEAWHEHHE, KOTAAa CIyKObl ypoBHS 3ammrtel SASL coolmaioT o mortepe
IIEJIOCTHOCTH JAHHBIX.

6.1.2. Amaku, HanpaeJsieHHbIe Ha CHU)KeHUe yPOe8HSs 3auumbl

Ba)KHO, 4T00Bl BCE YYBCTBUTCIBHBIC K 3alllUTC COIJIACOBAHHA MPOTOKOJIA BBIIIOJHAIUCH IIOCJIE OpraHvu3allid YPOBHA 3alllMTBL C
obecrieueHneEM OCIOCTHOCTH OaHHBIX. HpOTOKOJ‘ILI ciaenyer pa3pa6aTLIBaTL Tak, 4TOOEI COINTaCOBAaHMUEC, BBINNOJIHEHHOE N0 YCTAaHOBKH
3aIITHOTO YPOBHS, MOKHO OBIJIO MPOBEPHUTH IOCIIE OpraHM3aliy 3Toro ypoBHs. CorimacoBaHne MexaHU3MOB SASL OTHOCHTCS K YHCITY
TaKHUX COIJIaCOBAHHUU.

Korzma KiMeHT cormacyer ¢ cepBepoM MeXaHHM3M ayTeHTH()UKAUWM W/WIH Apyrue (YHKIUM 3allUThl, aKTHBHBIN aTaKyIONMH MOXET
BEIHYINTH K BBHIOOpDY HamMeHee 3allMIICHHOTO BapHaHTa CEpPBHCA M3 UHCIAa BO3MOXHBIX. Hampmmep, atakyromuii MoXkeT IOJMEHHTHb
CIHMCOK aHOHCHPYEMBIX CEPBEPOM MEXAHH3MOB HIIM CIUCOK MOIEPKUBAEMBIX KIMEHTOM (DyHKIMI B OTKIIMKE C BHIOOpOM MexaHu3Ma. J{is
3aIIUTEl OT 3TOTO THNA AaTaK peaTN3alysM He cJielyeT aHOHCHPOBATh MEXAaHM3MBI W/WIN (YHKIUH, KOTOPBIE HE COOTBETCTBYIOT
MHMHHMAaJIbHBIM TpeOOBaHUSAM 0€30IIaCHOCTH, a TaKKE He cJelyeT HaUMHATh WM MPOJOJKATh ayTEeHTU(HKAI[MOHHBIN 0OMEH, KOTOPBIH He
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YIAOBJIETBOPACT MHUHHUMAJbHBIM Tpe6OBaHI/I$IM 6C3OHaCHOCTI/I. KpOMe TOro, CJEeAYeT NPOBEPATH, YTO PE3YyJIbTAT ayTeHTI/I(i)I/IKaL[I/IOHHOFO
oOMEeHa B YacTH 3alIUTBI COOTBETCTBYET TpC6OBaHI/I$[M 0€e30IMacHOCTH. OTMGTI/IM, YTO KaXJas U3 KOHCYHBIX TOYCK OOJDKHA HE3aBUCHUMO
HPOBEPATH BHINOJTHEHHE TpeGoBaHMiT 6e30IIacHOCTH.

Jlns NeTeKTHpOBaHMS aTak, HANpPABJICHHBIX HAa CHIDKCHHE YPOBHS 3alUTHI J0 MHHMMAJBHOTO M3 YMCJA MOJJICP)KMBACMBIX (MM HIDKE),
KIIMEHT MOJKET ONpEeNeNUTh II0JIepKUBaeMble cepBepoM MexaHm3Mbl SASL 1o ayTeHTH(HKAIOHHOrO OOMEHa M IOCIe yCTaHOBKU
COIJIaCOBaHHOTO YpoBHS 3ammTel SASL (oOecmeumBaromero mo KpaifHed Mepe ILEeTOCTHOCTh JAaHHBIX) C IIOMOIIBI0 MeXaHH3Ma
OIpe/ieIeHNsT BO3MOXKHOCTEH, MPEIOCTaBIsIeMOr0 MPOTOKOJIOM. ECIM KIMEHT BHIHT, YTO MOJYYCHHBIH € OOECIEUYCHHEM LEITOCTHOCTU
CIUCOK (TIOJIy4EHHBIH OCIe CO3/aHus 3alUTHOTO YPOBHS), peiaraeT 0ojee CHUIbHBIA MEXaHHU3M, HEXKEIH COIAEPXKAaTCs B MOIYyUYCHHOM
paHee CIIMCKe, KIMEHTY PasyMHO IMPEANOJIOKHTh, YTO HEPBBI CHHMCOK OBUI W3MEHEH aTaKyIOLMM M CJIeAyeT 3aKpbITh HIDKeIexKallee
COeTMHEHHE TPAHCIIOPTHOTO YPOBHSI.

WuanmmupoBanHblil kineHTOM oOMeH SASL, Bkmrouarommii BeIOOp Mexanm3Ma SASL, MpPOMCXOOUT B OTKPBITOH (GopMe W MOXKET OBITh
W3MEHEH aKTUBHBIM aTakylouM. [Ipum pa3paboTke HOBBIX MexaHM3MOB SASL BakHO 00ecreuuTb NPeNOTBpALICHUE BBIHYKICHHOTO
aTaKyIOIIUM BBIOOpAa HaUMEHEe HaJe)KHOTO BapHaHTa 3aIlIUTHI IMyTeM MPOCTOr0 M3MEHEHHs MMeHH MexaHum3Ma SASL w/umm 3ampocoB u
OTKJINKOB.

MHoroypoBHeBOe corjlacoBaHue (YHKIMH 3amuThl OoJiee OTKPHITO ANs aTak, HANpaBIEHHBIX Ha CHIKEHHE YpoBHsS. Pazpaborunkam
MPOTOKOJIOB CJeAyeT n30eraTb B INPOTOKOJIAX IIPEUIOKEHHs HCIOJB30BaTh COINIaCOBaHME (YHKIMH 3allUTBl HAa BEPXHUX YPOBHSIX
(nampumep, “moBepx” corsiacoBaHusi MexaHm3ma SASL), a pa3zpaboTuMkaM MeEXaHHM3MOB ClielyeT H30eraTb HH3KOYPOBHEBOTO
COTJIACOBAHMS 3AIIUTHBIX (YHKIMH B CBOMX MEXaHM3Max (HaIpUMep, HIKE COITacoBaHMs MexaHm3Ma SASL).

6.1.3. Amaku c eocnpou3eedeHueM OaHHbIX
HekoTopble MeXaHHU3MbI MOTYT OBITh MOABEP)KEHBI BO3JCHCTBHMIO aTaKk Ha OCHOBE BOCIPOM3BEICHHSA paHee COOpPAaHHBIX JaHHBIX (replay
attack), ecii He MCTIOB3YIOTCS BHEIIHINE MEXaHU3MBI 3alIUTHl JaHHBIX (Harmpumep, TLS).

6.1.4. Amaku c omceyeHuUem

MHOFI/IG nus3 CyIJ.IeCTBleH_[I/IX MEXaHU3MOB SASL caMHu 110 0666 HEC 06ecnetha}0T 3alIUThI OT aTaK C OTCCUYCHHEM. B TaKHUX aTakKax
aKTI/IBHHﬁ aTaKyIOH_[I/Iﬁ BLIHy)KI[aeT 3aKpI>ITb HpOTOKOIIBHyIO CCCCHIO, YTO BCACT K 6IIOKI/IpOBaHI/I}O BO3MOXHOCTH HCIIOJIB30BAaHUS ITIOTOKOB
JAHHBIX C 3a].I1PITOﬁ IEJIOCTHOCTH B pe3ym)TaTe Yero IroBEACHUC O)IHOfl 501048 06eI/IX CTOpOH COCAMHCHUS MOXCET JaBaThb aTaKy}OI_IleMy
HeIIOHyCTI/IMI)Ie HpeI/IMyH_IeCTBa. OT aTakKk 3TOro THUIla OOCTATOYHO HpOCTO 3allMUTUTH OpI/IeHTI/IpOBaHHLIe Ha COCOIUHCHUA HpOTOKOJIBI
l'IpI/IKJ'IaE[HOFO ypOBHS{. HpOTOKOJ‘I MOXKET 3allUTHTH Ce6ﬂ OT TaKuxX arTak, 06CCHe‘II/IBa${ JUIL KaXXI0Tro I/IHq)OpMaIII/IOHHOFO O6M6Ha HBHyIO
HpOBepKy peSyJ’ILTaTa, HpOBep}Iﬂ KOppeKTHOCTL 3aKpLITI/I$I Ka)KI[OfI HpOTOKOJ’ILHOﬁ ceccun nu HpI/IMeHBHI/IH 3alIUTHI IIECJIOCTHOCTH.

6.1.5. [lpyaue akmueHble amaku

Ilpy MCTONB30BaHUM YPOBHS 3allUTBI COITACOBAHHOIO B IpolLiecce ayTeHTH(HKALMOHHOIO OOMEHa, MOIy4aTelio cJeayeT ObITb O4eHb
aKKypaTHbIM ¢ OydepamMu B3allMIIEHHBIX JAaHHBIX pa3MepoM OoJblle 3aJaHHOIO MM COIJIACOBAHHOIO MakCMMyMa. B wacTHocTH,
HeJIOMYCTHMO BBIICIIATh, HE TS, KOIMYECTBO MAMSTH, yKa3aHHOE B Ioyie pa3Mepa Oydepa, MOCKOJIbKY 3TO MOXET IIPUBECTH K HEXBATKE
namstu (out of memory). [Ipu 0OHapy>keHnHU OOJBIIOro OJI0KA MOTYUYATENI0 CJIEAYeT 3aKPhITh COSUHEHHUE.

6.2. MaccuBHbIe aTaku

MHoOrue MeXaHU3MBI MOTYT OBITh OOBEKTAMH pAa3IMYHBIX ITACCHBHBIX arak, BKJIIOYas IPOCTOE IOJCITYLIMBAHUE HE3AIMIICHHOI
nHpOpMaIHK, UCTONB3yeMol npu ayreHTH(uKamuu (credential information), a Takke 00BEKTAaMH aTak ¢ HCIOJB30BAHHEM CIOBapeil Mo
OTHOLICHUIO K 3aIUICHHBIM JIaHHBIM, MCIIOJIB3YEMBIM P Ay TEHTH()HKALNH.

6.3. 3ameHa knroyen

Ee30naCH},1e NiIn aI[MI/IHI/ICTpaTI/IBHO pa3pemeHHLIe 3HAYCHUSA BpeMeHI/I KU3HHU ypOBHef?I 3alyThl B MCEXaHHU3MaX SASL KOHCYHEI.
3(1)(1)6KTI/IBHOCTI> KpI/IHTOFpa(i)I/ILIGCKI/IX Kﬂ}Oqeﬁ CHMIKXACTCA C TCUCHHUECM BpeMeHI/I l'[pI/I HNX HUCIIOJIB30BAHHUU — HAJIN4YHUC BpBMeHI/I I/I/I/IHI/I
3aH_II/Iq)p0BaHHOFO TCKCTa, KOTOpLIfI KpI/IHToaHaHI/ITI/IK r[onyqaeT HpI/I HepBOM HCIIOJIB30BAHUH KJIKO4Ua ynpomaeT aHaJInu3 " OpFaHI/BaHI/I}O
aTak.

AIMUHHUCTPaTUBHBIE OIPaHHYCHUS HA IPOJOJDKUTENEHOCTD CYIIECTBOBAHMS 3aIlUTHOTO YPOBHS MOTYT 3a/1aBaThesl B (hopMe cepTH(HUKATOB
X.509, spasikoB Kerberos V mnm katanoros. Takue orpaHHueHHs 4acTO BechbMa JXelaTelbHBL. Ha MpakTHke e OYeBUAHBIM PE3yJIbTaTOM
aIMHHUCTPATHBHOTO OTPAaHUYCHHUS CPOKA XKU3HHU SBJISACTCS TO, YTO HMPHIOKEHHE MOXKET CTOJNKHYTHCS C HPEKpaIleHHEeM paboThl YPOBHS
3aIUTHl BO BpeMs OIEpalMH NMPHKIAJHOTO YPOBHS (HampuMmep, NpU mepenade OONbIIOro 00beMa ITaHHBIX). B pesynpTaTe coenMHEHHE
Oyzet 3akpseiTo (cM. maparpad 3.7), 9To IPUBENET K HEraTUBHOM PEakIMy MOJIb30BaTEINCH.

3amena kiroueit (Re-keying — mpoliecc MOBTOPHOTO COTNIACOBAHUs KIIOYEH) sABISIETCsT criocoboM pertenust npobiembl. Cxema SASL cama
o cebe He o0ecreunBaeT 3aMeHbI KIIFOUeH, HO 3TO MOTYT Aenath MexaHnu3Mbl SASL. Pa3zpaboTunkam HOBBIX MexaHM3MOB SASL cremyer
00paTUTh BHUMaHHE Ha BOIPOC 3aMEHBI KIIOUCH.

PeanusanusM, KOTOpbIE MOXKENAIOT PEreHepPUPOBATh KIOYM YpPOBHS 3amuThl SASL B Tex ciydasx, KOraa MeXaHH3M He olOecrieyuBaeT
3aMEHBI KJII0Ya, CJIeyeT 3aHOBO ayTeHTU(HIIPOBATD TE e UICHTH(HUKATOPHI K 3aMEHUTh YPOBEHb 3aIlUTHI, CPOK PAOOTHI KOTOPOTO UCTEK
Wiy ONMM30K K 3aBEpIICHHIO. DTOT BapHAHT TpeOyeT MONAEP>KKH MOBTOPHOH ayTEeHTU(HKAIWU B MPOTOKOJAX MPHUKIAJAHOTO YPOBHS (CM.

naparpad 3.8).

6.4. NMpoumne BOnpoChkI

HpI/I pa3pa60TKe u peann3anyi MPOTOKOJIOB CICAYET 06pa111aTL BHHMMAaHHWE Ha BOIIPOCHI 0e30IacHOCTH MCXaHHU3MOB, YTOOBI BLIGI/IpaTI)
MEXaHU3MBbI, COOTBETCTBYIOLINC Tpe60BaHI/IHM 3aga4u.

Tlpy peanu3anuu pacHpeieNCHHBIX CEPBEPOB HYKHO aKKypaTHO OTHECTHCh K BOIPOCY JOBEpHs IPYTMM KOMIIOHEHTaM cepsepa. B
YaCTHOCTH, ayTeHTH(MKALMOHHBIC IaHHBIE (Secret) CleqyeT OTKpPbIBATH TOJIBKO TEM KOMIIOHEHTaM CepBepa, KOTOPHIM pa3perieHO
YIpPaBIsATh 3THMMHM JaHHBIMH M MCIIONB30BaTh HX TEM CIIOCOOOM, KOTOPBIH HpPHEMJIEM I OTKPBIBAIOLIEH CTOPOHBI. IIpHiioKeHus,
ucnone3ytomue SASL, mpennonaraioT, 4yto ypoBHH 3amuThl SASL obecrieunBaloT KOH(PUACHINATBHOCTS JAHHBIX U 3ALUTY JAXKE B TEX
Cllydasix, KOIJla aTaKyIoOLIMi BBIOMPAeT TEKCT, KOTOPBIH OyIeT 3allMIIeH 3TUM YPOBHEM. IIpHIOKEHMS TaKKe IMOJIaraloT, 4TO YPOBEHb
3anmtel SASL Ge3omaceH maxke B TeX Cllydasx, KOIZla aTaKyIOIIMH MOXET MaHHITYyJIHpOBaTh pe3yibTaTaMH MH(POBAaHMS HA 3aIUTHOM
ypoBHe. [Ipeanonaraercs, 4To HOBbIe MeXaHU3MBI SASL COOTBETCTBYIOT 3THM HPEAIIONOKEHHUS.
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Bompocsr 6e3onmacrocti Unicode [UTR36] umetoT oTHOmeHue k crpokaM authorization identity, a mpu ncrons3oBanun UTF-8 cranossitest
akTyaigbHbIMH U Bompocsl OezomacHoctd UTF-8 [RFC3629]. Crnenyer mpuHHMaTh BO BHHUMaHHE M BOIpochl Oe3omacHoctd SASLprep
[RFC4013] u StringPrep [RFC3454] B Tex cirydasx, Korja 5TH aJTOPUTMEI IPUMEHSIOTCSL.

7. CoeanacoeaHue c IANA
7.1. PeecTp mexaHnamoB SASL

Peectp wmexanuzmoB SASL moapnepxkuBaercss areHtctBoM IANA. B Hacrosimiee Bpemss peecTp JOCTYNEH 10  ajapecy
http://www.iana.org/assignments/sasl-mechanisms.

3amaueil 3TOro peectpa SABILETCS HE TONBKO 00ECIICUeHNE YHUKAILHOCTH 3HAUYCHHMU, UCTIONB3YEMbIX Ul HIMCHOBaHHS MeXaHH3MOB SASL,
HO W TIPEIOCTABIICHHE CCHIIOK Ha TEXHUYECKHE CTeIH(UKAINN, Onpeaesiomue Kaxasii MmexannsM SASL u noctynseie gepes Internet.

Jst mexarn3mMoB SASL He cymiecTByeT COTVIANIEHHH MO0 MMEHOBAHHUIO U JII000€ MMs, COOTBETCTBYIOIIEE CHHTAaKCHCY MMEH MEXaHU3MOB
SASL, MoxeT OBITh 3apeTHCTPUPOBAHO.

Jlnst perucTpary UIMEHH OTASIPHOT0 MEXaHN3Ma HCIIONb3yeTcs Mpoleypa, OnucanHas B maparpade 7.1.1.
Jst perucTpaiy ceMeicTBa HMEH CBSA3aHHBIX MEX/Iy CO0O0M MEXaHM3MOB HCIOJIB3YETCs MPOoLeaypa, OnucanHas B naparpade 7.1.2.

Bonpock!l BKIIIOUEHHST KOMMEHTApUEB B PEECTp paccMOTpeHbl B maparpade 7.1.3, a BOmpocsl H3MEHEHHsT MMEIOIIMXCS KOMMEHTApHEB — B
naparpade 7.1.4.

Peectp mexanm3smoB SASL Obur OOHOBIIEH C BHECEHHEM JaHHOTO IOKYMEHTa KaK TeXHHYECKoi cnenmdukanuu SASL u ykazaHuem
JaHHOTO naparpada B Ka4eCTBE ONMHCAHUs NPOLEAYP PErUCTPALN B PEECTPE MEXaHU3MOB.

7.1.1. Mpoyedypa pecucmpayuu UMeH MexaHU3Moe

IANA Oyner perucTpupoBaTh HOBBIC MMeHa MexaHHM3MOB SASL B mopsgke momaum 3asBok (mpounenypa First Come First Served), kak
ormmcano B BCP 26 [RFC2434]. IANA umeer mpaBo oTBeprarth sIBHO ()MKTHBHBIC 3aIIpOCHI Ha PETHCTpPAIHNIo, HO He OyleT paccMaTpuBaTth
3asBJICHUS TIPaB, CICIAHHBIE B PETHCTPALOHHON (hopMe.

Perucrpanms uMeH Mexann3mMoB SASL ocyIecTBisIeTcs IyTeM 3aloIHEHUs] IPUBEACHHON HIDKE (HOPMBI
Tema: peructpanusa Mmexanusma SASL ¢ umeHem X
Nwms mexaamsma SASL (v npeduke ot ceMelicTBa UMeH):
Bormpocs! 6e30macHOCTH:
Ony0nukoBaHHAS cTIeH(UKAIHS (PEKOMEHYETCS):
KonTakTHOE NHII0 U afpec 37IeKTPOHHOM MOYTHI Ui oOMeHa HH(popManueii:
[peanonaraemoe ucnons3osanue: (Ogun u3 Bapuantos COMMON, LIMITED USE, OBSOLETE)
Bragenen/KoHTposiep U3MEHEHHi:
[pumeuanus: (3neck MOkeT OBITH 100aBNIeHa JIF00ast HHGOpMAIHS, KOTOPYIO aBTOP COYTET HYKHOH).
U ee OTIPaBKH 110 AeKTpoHHOU noute B IANA 1o agpecy iana@iana.org.

Xots 3Ta mpoleaypa He TpedyeT 3KcrepTHOro 0030pa, aBTopaM MexaHM3MOB SASL HaCTOATENBHO PEKOMEHIYETCS MOIYYHUTh OTKIMKU H
KOMMEHTApHU CETEeBOr0 COOOLIECTBAa B TEX CIlIydasX, KOIJa 3TO BO3MOXKHO. ABTOPHI MOTYT HOJNYYHTh OTKJIMKH CETEBOrO COOOLIECTBa,
ony0JaMKOBaB crenudUKalMo NpemiaraeMoro Mexanmsma B kadectBe Internet-Draft. Mexanusmel SASL, paccuuraHHbie Ha oOliee
MIPUMEHEHHe, ClIelyeT CTaHIapTH3UPOBATh C HCIOJIb30BaHHeM HopManbHoro nponecca IETF B Tex cimydasx, Koraa 3To BO3MOXKHO.

7.1.2. lMpoyedypa pecucmpayuu umMeH cemelicme

Kak 0110 oT™MeueHo BeIIIe, Ui MexaHm3MOB SASL He cymiecTByeT o0Iero cornamenns 00 nMeHoBaHUU. OHAKO CIEIU(PUKALIUST MOXKET
pe3epBHPOBATh YaCTh IPOCTPAHCTBA MMEH MexaHM3MOB SASL mis Habopa CBs3aHHBIX MexIy coboil MexaHn3moB SASL (cemeiicTBa
mexaHm3MoB SASL). Kaxnoe cemeiictBo MexaHm3mMoB SASL o0o3Ha4yaeTcsi yHHKalnbHBIM Hpe(HUKCOM TUMa X-. PETHCTPAIMsl HOBOTO
ceMeiicTBa nMeH MexaHIM3MOB SASL Tpebyer akcmepTHOTO 0030pa B cootBeTcTBHU ¢ BCP 26 [RFC2434].

Peructpanms umen cemeicTB MexaHu3MoB SASL ocymiecTBiIsIeTCs] IyTeM 3allOMHEHUs IPUBEICHHON HIXKE (HOPMBI
Tema: peructpanus cemeiricTBa MmexanuzMoB SASL ¢ umeHem X
Nms cemerictBa SASL (i peduke Uit ceMelicTBa NMeH):
Bompocs! 6e30macHOCTH:
Ony0nukoBaHHas crieluUKAIHs (PEKOMEHIYETCS):
KoHTakTHOE NHII0 U afpec 37TeKTPOHHOM MOYTH Ui oOMeHa HH(popManueii:
[pennonaraemoe ucnons3opanue: (Oaun u3 sapuantos COMMON, LIMITED USE, OBSOLETE)
Biagenen/koHTposiep n3MEHCHHIA:
IMpumeuanns: (3neck MoxeT OBITH HoOaBiIeHa J00ast HHPOPMAIHs, KOTOPYIO aBTOpP COYTET HYKHOM).
U ee ornpaBku 1o »1ekTpoHHO# noute B koHpepeHunto IETF SASL no aapecy ietf-sasl@imc.org ¢ konueii no agpecy iana@iana.org.

[Tocne ABYXHENENBFHOTO PAacCMOTPEHHS KOMMEHTAapHeB ceTeBoro coobmiectBa B mouToBoil koHdepenmun IETF SASL skcmepr Oyner
peliaTb BOIPOC 0 BO3MOXKHOCTH PETHCTPALMK UMEHH CEeMEHCTBa U OI0OPSTH WM OTBEPraTh 3alpoc, YBEAOMIISIS 00 5TOM 3aIpalliBaloNly o
cropony u IANA, a Taxke oMeInasi COOTBETCTBYIOIIEE COOOIIEHNUE B CIIMCOK PacCBHUIKM.

0603peBaTemo CIIEAYET O6paTI/ITL BHUMAHUEC Ha IMPUMEHUMOCTL 3allpOIICHHOIO HWMCHU ceMelicTBa ¢ ydy€TtoM 1mpeanojiaracMoro
UCNOJIb30BaHUA U IUTaHAMH PETUCTpALlU IJI1 UMCIOIIUXCSA N 6yHyH_[I/IX FMEH MEXaHH3MOB JAaHHOTO CeMEHCTBa. HpI/I PpEIICHUU BOIIpOCa
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SKCIIEPT MOXET NPHUHUMATh BO BHHMaHHE MMEIOIINE OTHOIICHHE K JIeNly acHeKTHl JII000H MpeNCTaBICHHOW TEeXHMYECKoH crernudurannm
(takoif, kak pa3uen IANA Considerations). OmgHako 3TOT 0030p c(hOKyCHpOBaH Ha YMECTHOCTH 3alpOIICHHOW PErHCTpallid U HE CBS3aH
JeTasIMU TEXHUYECKOH CIerM(UKAIIIH.

ABTOpaM HACTOSITENBHO PEKOMEHIYETCS MOJIYYHUTh OT3BIBBI M KOMMEHTApHH CETEBOTO COOOINECTBA, OMYOJIMKOBAaB TEXHUYECKUE
cnenudukanuu kak Internet-Draft u momectuB ux B moaxoasmme nmourossle koHdepenun [ETF.

7.1.3. KommeHnmapuu k peaucmpauyuu mexaHuamoe SASL

KoMMeHTapun K 3aperucTpupoBaHHBIM MexaHM3MaM U cemelictBaM SASL crexyeT cHavaja HampaBUTh “Blaeiblly” HMEHU WIH
CeMeHCTBa W/WITH B MOYTOBYIO KOH(PEPEHIUIO 1o aapecy ietf-sasl@imce.org.

ABTOp KOMMEHTAapHEB MOXKET IIOCJIE Pa3yMHOI'O YHCJA IONBITOK KOHTakTa ¢ BiajgenbleM 3anpocuth B IANA BxiroueHHe CBOUX
KOMMEHTApHEB B pETHCTpanuio 3Toro Mexanmsma SASL, HampaBuB mUCEMO 1O aapecy iana@iana.org. Ilo cBoemy pasymenuio IANA
MOXET BKIIOUUTh KOMMEHTapuH B perucrpanuto mexanusma SASL.

7.1.4. KoHmposb usmeHeHul
Ilocne Toro, xak perumctpamusi mexanmsma SASL omyOmukoBaHa [ANA, aBTOp MOXET 3alpOCHTh M3MEHEHHE 3aperHCTPHUPOBAHHOTO
omnpejeneHus. 3apoc Ha U3MEHEHHE OCYILIECTBIISIETCS B COOTBETCTBUH C TAKOH )K€ MPOLIEAYPOH, KaK HCIOIb30BANIACh NIPU PETUCTPALIUH.

Brnanenen mexannsma SASL MokeT mepenaTtb OTBETCTBEHHOCTH 3a 3TOT MEXaHHM3M JPYTOMY JIMIY WM OpraHU3allld, YBEIOMHUB 00 3TOM
IANA; Takas nepenava He TpeOyeT 00CYKACHHS Wil 0030pa.

IESG MokeT CMEHUTh OTBETCTBEHHOTO 3a MexaHu3M SASL. Hamie Bcero 3To Aenaercs B TeX CiIydasx, KOraa TpedyeTcs BHECTH H3MEHEHHS
B MEXaHHM3M, aBTOpP KOTOPOr0 yMep WM [0 KaKUM-JIHOO NMPUYMHAM HEIOCTYNEH WIM HEe MOXKET BHECTH M3MEHEHHs, TpeOyeMble IUIs
CETEeBOT0 COOOIECTRA.

Peructpanus mexaHu3MoB SASL He MOXkeT OBbITh OTMEHEHA; MEXaHU3MbI, KOTOPbIE NMEPECTANN ObITh NPUEMIIEMbIMH IS HCIIOJNb30BAHUS,
nomeyatotcst kak OBSOLETE B nosnie "intended usage"; Takue Mexanu3Mbl SASL SBHO MapKupylOTCs B CIHcKax, myOunkyembsix IANA.

IESG paccmatpuBaetcst kak Biazaesnen MmexanuzmMoB SASL, umeronmux craryc IETF.

7.2. NameHeHuMe perncrpauum

ArentctBo IANA BHecTo B peecTp MexaHn3MoB SASL cienyromue n3MeHEHHS:
1) Hsmeneno nmoie "Intended usage" st mexanusmoB KERBEROS V4 u SKEY na OBSOLETE.
2) Hsmeneno mone "Published specification" mis mexaansma EXTERNAL c ykazaHueM JaHHOW cHeU(UKALNK, KaK TOKa3aHO HIDKE:

Subject: Updated Registration of SASL mechanism EXTERNAL

Family of SASL mechanisms: NO

SASL mechanism name: EXTERNAL

Security considerations: See A.3 of RFC 4422

Published specification (optional, recommended): RFC 4422

Person & email address to contact for further information:

Alexey Melnikov <Alexey.Melnikov@isode.com>

Intended usage: COMMON

Owner/Change controller: IESG <iesg@ietf.org>

Note: Updates existing entry for EXTERNAL
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9. bnazodapHocmu

OTO0T HOKYMeHT sBisiercs: mepecMorpoM RFC 2222, aBropom kotoporo sBisercs John Myers.
JoxymeHT siBisieTcs pe3yibratoM padotsl rpymmsl IETF Simple Authentication and Security Layer (SASL).

IepeuncieHHble 3[eCh JTIOJM BHECIH 3HAYUTENbHBIN BKIa[ B MOATOTOBKY HOKyMeHTa: Abhijit Menon-Sen, Hallvard Furuseth, Jeffrey
Hutzelman, John Myers, Luke Howard, Magnus Nystrom, Nicolas Williams, Peter Saint-Andre, RL 'Bob' Morgan, Rob Siemborski, Sam
Hartman, Simon Josefsson, Tim Alsop, Tony Hansen.

lpunoxeHue A. MexaHu3m SASL EXTERNAL

I[aHHOC TMPUIIOKCHUE ABJIICTCS HOPMATHBHBIM.

Mexanmsm EXTERNAL mo3BoisieT KIMEHTY 3alpOCHUTh y CepBepa WCIONIb30BaHUS CBHACTENBCTB (credentials), co3maHHBIX ¢
HCIIONB30BaHUEM BHEIIHMX 0 OTHOLIEHHIO K MEXAHU3MY CPEACTB, Ul ayTeHTH(UKALMU KIMEHTa. BHENHUMHU cpecTBaMU MOTYT OBITh,
Hanpumep, ciayx0sl [P Security [RFC4301] mwm TLS [RFC4346]. B oTcyTcTBHEe HEKOH NpenBapUTEIBHON JOTOBOPEHHOCTH MEXKIY
KIIMEHTOM M CEPBEPOM KIHMCHT HE MOXKET A€JIaThb KaKHX-JIH0O0 l'lpe)ll'[OIlO)KeHI/If/i 06 UCIIOJIB30BAHMU CEPBEPOM BHEUIHUX CPEACTB I
TOTyYeHNS] KIMEHTCKUX CBUETENbCTB WM O (popMe ITHX CBHAETENbCTB. Hampumep, KIHMEHT He MOXKET HpeAroaraTb, 4To cepBep OyaeT
UCIIOIB30BaTh CBUIETENBCTBA, CO3IaHHbIE KIMEHTOM ¢ oMmolso TLS.

A.1. TexHnyeckas cneuudunkauma mexaHmama EXTERNAL
Hassanue mexanusma - "EXTERNAL".

MexaHu3M He 00eCreYnBaeT 3alUTHOTO YPOBHSL.

Mexanm3sM MoeT mepemaBarth cTpokd authorization identity. Ilycras crpoka o3HadaeT, 4TO KIHSHT 3alpalldnBaeT y cepBepa
HCTIONB30BAaHUE JUI HETO HICHTH(HKAILMH, KOTOPYIO CEPBEp CBS3bIBAET C KIMEHTCKHMHU CBHUAETENbCTBaMH. HemycTas cTpoka rOBOPHUT O
TOM, YTO KJIMEHT 3alpalnBaeT NICHTH(OHUKALIIO C HCIOIb30BAaHUEM 3TOH CTPOKH.

Ipennonaraercs, 4To KIMEHT NEPBBIM IepelaeT NaHHbIC B IpoLecce ayTeHTH(HUKAUMOHHOro obOMeHa. Koraa KIMEHT HE BKIIOYAET
HayalbHBI OTKJIMK B 3alpoCc Ha OPraHU3alMI0 ayTEHTU(UKAIMOHHOTO OOMEHa, CepBep IPUHUMAET Ha OTBETCTBEHHOCTH 3a Iepenady
coO0IIeHHs C MYCTHIM HavaJbHBIM 3arnpocoM (challenge), Ha KOTOpBIN KIHMEHT OyJeT JaBaTh HAYaJIbHBINH OTKIHUK.

KnmeHT nepenaer HadambHBIM OTKIMK, COAEPIKAIINN CTPOKY MICHTUPHUKALNY A poBepkH nmosHoMounii B koguposke UTF-8 [RFC3629].
DTOT OTKIMK OyJeT HEeMmyCThIM, KOT/la KJIMeHT 3alpallliBacT y cepBepa ayTeHTU(PUKAINIO C UCIIONB30BaHHEM IPEICTABICHHON (HEIycTOoil)
crpoku. ITycroiif oTknuk OyneT mepeaaBaThes B TEX CIy4asx, KOTAa KIHEHT 3alpalllBacT y cepBepa ayTeHTU(HUKAIMIO ¢ HCIOIb30BaHUEM
ayTeHTH(HKaIIMOHHBIX cBUIeTeNnbCcTB (authentication credentials).

CHHTaKCHC HayaJbHOI'O OTKIIMKA 3aJaeTcs Kak 3HaueHue <extern-initial-resp> omucannoe Hinke B popmare ABNF [RFC4234].

external-initial-resp = authz-id-string
authz-id-string * ( UTF8-char-no-nul )
UTF8-char-no-nul UTF8-1-no-nul / UTF8-2 / UTF8-3 / UTF8-4
UTF8-1-no-nul $x01-7F
<UTF8-2>, <UTF8-3> u <UTF8-4> onpenenenst B [RFC3629].

MexaHn3M He HCHOJIb3YeT JOMOIHUTEIbHBIX 3ampocoB (challenge) u OTKIMKOB.
CrenoBaTenbHO, CEpBEpP BO3BpAIIACT Pe3yIbTaT ayTCHTH()UKAIIMOHHOTO 0OOMCEHA.
OOMeH 3aBepIIaeTCsl OTKa30M B CIIEIYIOIINX CIydasx:

¢ KJIMCHT HE CO3/1aJl CBUACTEIBCTB C MCIIOIB30BAHUEM BHEIIHUX CPE/ICTB;

¢ KJIMCHT KCIOJB3YeT HEeMOIXOISIINE CBUICTENbCTBA;

¢ KIMEHT Iepenan IycTyl0 CTPOKy authorization identity, a cepBep He »elaeT WIM HE MOXET CBA3aTh AyTCHTH()PHKALUOHHYIO
UJICHTU(HUKALMIO C KIIMEHTCKUMHU CBUJICTEIbCTBAMH;

¢ KIMCHT INPeACTaBIII HEIyCTYI0 CTpOKy authorization identity, koTopas HEKOPpPEKTHA C TOYKH 3PEHHS] CHHTAKCHUCCKHX TpeOOBaHUI,
TIpebSBISIEMBIX CHeM(pUKanuel IPUKIIAIHOTO IPOTOKOJIA;
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¢ KIHCHT MpPEACTaBWJI HEMyCTYI0 CTpOKy authorization identity, HpencTaBiSIONIY0 HACHTU(GHUKAIMIO, KOTOpas HE pas3pelicHa s
KIIHCHTA,

¢ cepBep He XKeTaeT WM He MOXKET OOCTyKHTh KIHEHTa M0 TOH WM HHOW MPHINHE.

B ocranpHBIX Ciydasx ayTeHTH(HKAMOHHBIH OOMEH 3aBepiiaeTcst ycnenrHo. [Ipyn HHAWKAIKMK yCHENIHOTO 3aBePIICHUS JOMOIHUTEIbHBIX
JaHHBIX He IepenaeTcs.

A.2. Npumepbl SASL EXTERNAL

B stom maparpade paccmarpuBarOTCS TpUMEPHl ayTEHTH(OUKAIMOHHOTO OOMeHa ¢ wucmoib3oBaHumeM MexanndmMa EXTERNAL. Otu
HNpUMEpPBI PACCUNUTaHBI Ha TO, YTOOBI TOMOYb YUTATENSIM IOHSTH NPUBEICHHBIN BEINIE TEKCT. [IpuMepsl He SBISIOTCS ONpeAesomuMy. B
npuMepax ucnoinbsyercst npotokon ACAP' [RFC2244).

IMepBoii mpuMep mokaseiBaeT ucroib3oBanue MexannmsamMa EXTERNAL c mycroit crpokoit authorization identity. B stom mpumepe
Ha4yaJbHBIN OTKIIMK HE BKIIOYAETCS B 3aI[POC KIMEHTa Ha OPTaHM3alUI0 ayTeHTH(PUKAINOHHOTO 0OMEHa.

S: * ACAP (SASL "DIGEST-MD5")

C: a001] STARTTLS

S: a001l OK "Begin TLS negotiation now"

<cormacoBanme TLS, ocTanbHIHE KOMAaHIH BHIIOJIHSIIOTCST Ha ypoBHe TLS>

S: * ACAP (SASL "DIGEST-MD5" "EXTERNAL")
C: a002 AUTHENTICATE "EXTERNAL"

S: + nn

c + mwn

S: a002 OK "Authenticated"
Bropoii mpumep mnokaspiBaeT ucnoip3oBanue mexanmimMa EXTERNAL co crpokoii authorization identity "fred@example.com”. B atom
npUMepe KIMeHTCKUI 3apoc Ha OPraHU3aLHI0 ayTEeHTH(HKAMOHHOIO O0OMEHa COAEPXHT HAdaJIbHBIA OTKIIUK, Takoi MOAXOX SKOHOMHUT
BpeMsI Ha OIUH MEPHOJ KPyroBoro ooxozna.

S: * ACAP (SASL "DIGEST-MD5")

C: a001 STARTTLS

S: a001 OK "Begin TLS negotiation now"

<cormacoBanme TLS, ocTanbHEHE KOMaHIH BHIIOJIHSIIOTCSI Ha ypoBHe TLS >
S: * ACAP (SASL "DIGEST-MD5" "EXTERNAL")

C: a002 AUTHENTICATE "EXTERNAL" {16+}

C: fred@example.com

S: a002 NO "Cannot assume requested authorization identity"

A.3. Bonpocbl 6e3onacHocTu

Mexannsm EXTERNAL He oGecriedynBaeT 3alIuThl; OH YS3BHUM IO OTHOIICHHIO K IMOJCTAaHOBKaM (spoofing) co CTOPOHBI KIMEHTa WU
cepBepa, aKTHBHBIM aTakaM M MOACIYIIMBAHUIO. DTOT MEXaHH3M CIICAYET HCIIOJIb30BATh JHUIIb B TEX CIydasx, KOTAa MMEeTCs HaaeKHas
3aluTa.

lNpunoxeHue B. U3ameHeHuUs1 No omHoweHuro K RFC 2222

3TO NPHUIIOKEHUE HE SIBISIETCS] HOPMAaTHBHBIM.
Texcr RFC 2222 npu co3naHuy 3TOro JOKyMEHTa ObLT B 3HAYUTENFHON CTENCHH MepepadoTaH.

RFC 2222 ne ykasbIBai, 4To TeKCT cTpok authorization identity mcmoms3yer cumBonbsl Unicode, 1O3BOJISSL JIMIIL CHMBOJBHBIE TAaHHEILE,
nmoapaszyMeBaromue, uyTo authorization identity mpeacTaBisieT co00i CTPOKY OKTETOB.

¢ Crpoxu authorization identity ceifuac ompenenensl kak crpoku cumBoiioB Unicode. Mcnoms3oBanne cumBoina NUL (U+0000) we
Jornyckaetcs. XoTs 3a onpenenenue Gopmbl cTpok authorization identity, cuHTakcuc crpok Unicode W CBS3aHHYIO C HUIMH CEMaHTUKY
oTBeuaeT crenuUKanus MPOTOKOJa, cHeudUKanus MEXaHH3Ma HeceT OTBETCTBEHHOCTH 3a ONpEeeHHe Crocoda mepenadd CTPOK
Unicode B ceaHce ayTeHTH(HUKAIIMOHHOTO OOMEHa.

& Vnanena ¢pasa "If so, when the client does not send data first, the initial challenge MUST be specified as being an empty challenge.”"
B mexanu3m EXTERNAL Obui BHECEHBI CEAYIOIINE TEXHUYECKUE N3MEHEHUS:
¢ Crpoxu authorization identity ncrons3yror koaupoky UTF-8.

OTMBTI/IM, 4TO OBLIH CYHIECTBEHHO YCHUJICHBI Tpe60BaHI/I$I K CHGHI/Iq)I/IKaHI/ISIM MIPOTOKOJIOB U MEXaHU3MOB. CyIIIeCTByIOH_[I/Ie MPOTOKOJIbI U
MCXaHU3MBI JOJIXKHBI OBITH OOHOBJICHBI C YUYETOM 3THUX Tpe6OBaHI/IH.

AJpeca pe1aKkTopoB
Alexey Melnikov
Isode Limited
5 Castle Business Village
36 Station Road
Hampton, Middlesex,
TW12 2BX, United Kingdom

"2Application Configuration Access Protocol
“Ecnu Tak, TO B TeX Cilydasx, KOTJa KIMEHT HE HaUYMHAET MEPBBIM TIEpPENady MaHHbIX, M3HaYaIbHBIH 3ampoc (challenge) cepsepa mousken
OBITh 3aJJaH KaK IyCTOM 3ampoc. [Ipum. nepes.
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