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Te3suchbi

B astoM nmokymenrte mpuBozsTcs pexomenpanuu 1o peanmmsanuu SMTP [1] MTA (arentoB mocraBku moutsl - Mail Transfer Agent, -
Hanpumep, sendmail, [8]), MO3BOJIAIOMINE 3aTPYHATH UCTIONB30BAHUE MOYTOBBIX ar€HTOB JUIS PACCHUIKH criama (spam’).

JIOKYMEHT paccunMTaH Ha OKa3aHHE IMOMOINM B TOHMMAHHM CUTYaIllMd CO CIIaMOM M IpHMeHHMM K OombmmHcTBY SMTP MTA B cern
Internet, a TakXke MOXXET HCIONB30BAThCS B KAaueCTBE PYKOBOACTBA IpH pa3paboTke mporpamMm MTA. MBI MOJHOCTBIO OCO3HAEM, UYTO
JOKYMEHT HE J]aeT PelIeHHs IS BCeX CIIydaeB OOpBOBI CO CITaMOM, HO HMCIIOIb30BaHUE IPHBEICHHBIX 31€Ch peKoMeHJanuii Ha Bcex SMTP
MTA B certu Internet, HO3BONUT MOTYYUTh AOMOJTHUTENBHBII OMBIT U pa3paboTath Gonee ahdexTrBHOE pemenue. [laparpad Iponomxenne
PpaboThl BKIIIOYAET HEKOTOPHIE HAEH IO PA3BUTHIO JAHHOTO HampaBieHHe. Pemenue mpoOieMsl criaMa BO3MOXKHO, XOTS 3Ta MpobiemMa Imo
CBOEH MPUPO/IC B 3HAYUTEIHLHOM CTENEHU SIBJISETCS COIMAIbHON, MOJUTHYECKON U MPABOBOM, HEXEITH TEXHUUECKOM.

Pa3paboTunkam nporpaMm cieayeT MPHHUMATh BO BHUMaHHE, YTO HEKOTOPBIC M3 PACCMOTPEHHBIX 3716Ch METOJJOB MOT'YT OBITh HPUMEHEHBI
JUIsL OpraHM3alMy atak Ha ciaykoOs! (denial of service). Hanpumep, yBennuenue uncia odepeneii cepsepoB DNS u pazmepa »ypHaIbHBIX
(hailioB MOXKET NPUBOAUTE K NMEPErpy3Ke CUCTEMBI M €€ Kpaxy B Pe3yJIbTaTe aTakd Ha CIIY)XOBI.

OCHOBHBIE HJIEU JJOKyMEHTA:
¢ OrtkpeITast TPAHCISALUS TTOYTHI JOJDKHA OBITH MPEKpalieHa.
¢ Koraa cmamepsl UrpatoT B OTKPBITYIO, ¢ HUIMH CIIeIYeT BECTH NE€PErOBOPHL.

¢ JlomxHa OBITH pa3paboTaHa MOYTOBAS CUCTEMA, KOTOpas MOXET padoTaTh CO CLIAMOM.

1. BeedeHue

Ot0T nokymeHT oTHocutcs K unciry BCP ( Best Current Practice - ooMen HakoruieHHBIM ombiToM) RFC. PekoMmeHnmyeTcs MCIonb30BaTh
3TOT JIOKYMEHT B Ka4yeCTBE PYKOBOJACTBA TNpH pa3paboTke HOBbIXx mnporpamm SMTP MTA jis  Gosnee 3¢ ¢peKTHBHOTO
peaoTBpaIieHust/o0padboTku crama. Kpome Toro, TOKyMeHT OyJIeT MmoJie3¢H CUCTEMHBIM M IMOYTOBBIM aJIMHHUCTPATOPaM, KOTOPBIE XOTST
pean3oBaTh CpeACTBa NpeAoTBpamieHus cnama B ceoux SMTP MTA.

OpHako AaHHBIN JOKYMEHT He comepkut obmiero omucanus SMTP MTA u He paccMaTpuBaeT oMUl HACTPOHKHM MOYTOBBIX areHTOB. Bee
coJiep>Kaliuecs: B TOKYMEHTEe PEeKOMEHIAIMU 110 HACTPOUKE YKa3aHbI SIBHO.

1.1. NMpeanocbinkn

OOBeM HexeTaTeNbHOW IS MOJydaTelsl JIEKTPOHHOW MOYTHI, 9acTO MMEHyeMOW craMoM (spam), CYIIECTBEHHO BO3pOC 3a HOCIeqHee
BPEMs U COCTaBJIAET Celidac CYIIECTBEHHYIO JOJIIO BCEM dJIEKTPOHHOW mouTsl B ceTu Internet’. Takoil pocT ypoBHs criama motpeGoBai
HE3aMETUTCILHOTO PUHATHS MEp MPOTHBOIACHCTBHSL.

Hpo6neMa craMa BKJIFOHA€T HECKOJIBKO aCIICKTOB:

¢ 3HAYNTEITBHOE YHCIIO HEXETATEIBHBIX COOOIICHNH, MOTyJaeMBbIX MONb30BATEISIMU IIEKTPOHHON TOYTHL.

¢ Cmam coBepHIeHHO TYIOH - T. €., HUKAaK He CBS3aH C 00JIACTBIO MHTEPECOB MONTydaTelsl (€CIM He MCXOAWUTH U3 NPEIINONI0KEHHS, YTO
BCEX TI0Ib30Bareneil Internet MHTEpecyIOT MopHOrpaguIecKie KapTHHKH, IPOrpaMMBI JUISI PACCHUIKH CIIaMa | T. II.).

¢ ChaM CTOMT €ro MOJydaTeNl0 pealbHBIX JAEHEr, IMOCKOJbKY MHOTHE IIOJIb30BAaTElIM OIUIAUMBAIOT BpeMs, 3aTpauydBaeMoe Ha
KONMPOBAaHUE COOOIIEHUH W3 CBOEr0 MOYTOBOro simyka y ISP? Ha cBOM KOMIBIOTEp (HampuMep, TIPH TOAKIKYEHHH 10 Teae(OHHON
JIUHHH).

¢ Cnam nospimraer yposeHb pacxomoB ISP. IlpexmomoxkuM, uto coobmienue pasmepom 10 xOaiit ormpasmeno 10 000 ampecaros,
TIOYTOBEIE SIIMKK KOTOPHIX mojepkuBatorcs ogqauM ISP. CymmapHsiii Tpaduk B pesynbrare Takoi paccsurku coctaBut 100 Moaiir.
Huck pasmepom 4 I'Gaiit cioco6er npuHATH 40 TaKHX PACCBUIOK, MOCJIE YErOo HA HEM YXe HE OCTaHeTCs CBOOOAHOro MecTa. Takwe

! Spam® - 3aperuCTPUPOBAHHBINA TOProBbIl 3HaK Komnanud Hormel, nenonb3yeMblil 11 MACHBIX KOHCEPBOB. [IpruMeHeHHE TeEpMUHA Spam
coobmectBoM Internet 6eper cBoe Hawdano oT ckerdya Montu [laiicona (Monty Python), KoTopslit OTHOCHTCS (aKTHUECKH K (QOIBKIOPY
Internet. TepMuH ciam 0OBIYHO TPAKTYETCS KaK YHHUYMIKUTEIbHBIH, HO 3TOT OTTEHOK HE MMEeT OTHOLICHHS K mpoaykimu Hormel.

% Tlo oueHKaM MHOTUX aHaIUTHKOB B 2003 roay mous criama npessiciia 50% cyMMapHOro o6bemMa 3IeKTPOHHOM nouThL. [Ipum. nepes.

? Internet Service Provider — npoBaiinep Internet. ITpum. nepes.
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BEIOPOCHI MOYTOBOTO Tpaduka HPAKTUYECKH HEBO3MOXKHO IIPEAYyCMOTpPETh, MO3TOMY OHM MOTYT IPHBOIUTH IOYTOBYIO CHCTEMY
HpOBaii/iepa B COCTOSHUE MOJIHOI HEPabOTOCIIOCOOHOCTH.

¢ MHorue OTHpaBHUTENH CllaMa IMPSIyTCs 3a MOJACTABHBIMU afpecaMd OTIPABHUTENS B 3ar0OJOBKax IOYTOBBIX COOOMICHUH YTOOBI cHam
Ka3aJICsl TIONMy4aTeTi0 PEealbHBIM ITOYTOBBIM AMATOTOM HIIHM JIOCTABICHHOW MO ommoOKe MmodTod. B momsx Tembl cooOIeHMs 9acTo
UCTIONB3yI0TCs (hpassl Thma "material you requested*", XoTs comepKuMoe TaKOM MOUYTHI HE UMEET HUKAKOTO OTHOLIEHHUS K UHTEPECAM U
NOTpeOHOCTAM ee Tosydareneidl. Tema, ykaspiBaeMash B 3aroJIOBKE TaKMX COOOIIEHHWH 3a4acTyio MPOCTO CITY>KUT HNPUMAHKOHW IUIst
HOJTyYaTesisi, CTAMYJIUPYIOIIEH ero K MPOCMOTPY IPHHITOTO COOOLICHUS.
®DakTU4eCKH, HEKOTOPbIE MPOrPaMMBbI PACCHUIKM CllaMa “TIOYHMTAIOT 32 YecTh”’ J00aBIATH 3ar0JIOBKH, KOTOpbIe 3acTaBsT ISP “nonomats
rojoBy".

IlomyyaTenu cmaMa, OTIpPABISIOIINE B OTBET THEBHBbIE IHChbMa IIPOTECTAa HIM OTKA3bIBAIOLIMECS OT IOIYYEHHS PACCHUIOK B
COOTBETCTBUH C BKJIIOYEHHBIMHU B IIHCHbMO MHCTPYKIMSIMH, 3a4acTyIO MMOIAJAl0T B JIOTIOJHUTEIbHbIE CIHCKH PACCHUIKH CllaMa, KOTOpbIe
cramepbl PoJIAroT.

¢ OOBIYHOH MPaKTHKOW TPH pacChUIKE cllaMa SBIIIETCS HCIOIb30BAaHME CTOPOHHHX XOCTOB B KauecTBE TPAHCIATOPOB IOUTHI (relay),
HaNpaBIAIOMUX COOOWIEHWs ajpecaraM. Takoe HeEJeragbHOE WCIONBb30BAHHE IIOYTOBBIX CHY)KO SBISIETCS HApyIICHHEM
3aKOHOJATENLCTBA OONBLUIMHCTBA — €CJIM HE BCeX® - cTpaH (mo Kpaiineit mepe, B CIIIA criaMepoB JOCTATOYHO YaCTO MPECIEAYIOT IO
3aKkoHy). OIHaKO, €CJIM UCXOAHBIN OoTIpaBuTens Haxoautcs B CLIA, ucrmons30BaHHBIN I PACCBUIKM CIIaMa MOYTOBBIN TPAHCIATOpP — B
[[IBennu, a nomyyarenu cnama B CILIA®, jopunndyeckne npoGIeMbl CyNIECTBEHHO OCIOKHIIOTCS .

1.2. PamKkn noKymMeHTa

B JJaHHOM JIOKYMEHTE HE€ COHACPIKUTCSA OKOHYATCIBHOI'O PEIICHUA HpO6J’IeMLI criama.

OpHaKo MpH pealn3aliy MPeUIOKCHHBIX 3/IeCh METOIOB M mpaBmi (ocoOeHHo mpaBwmi Non-Relay) Ha moctarounom wmcne MTA B cetn
Internet nesTenbHOCTH CHIAMEPOB 3HAYUTENIHHO YCIOXKHUTCA. ECIM MpaBOBBIX METOMOB MPENOTBPAIICHUS CllaMa OKaXKeTCsl HEOCTATOYHO,
craM MOXXHO OJIOKMPOBaTh TEXHHYECKUMH MEPaMH C MCIIOJIb30BAaHHEM OIMCAHHBIX HIDKE NMpaBmil (OCKOJIbKY mpaBuia Non-Relay ceiivac
MOYKHO HCTIONB30BATh OTKPBITO, MOXKHO CO3IATh PA3IHIHBIE QIIBTPHI MPOTUB criama). OUeBHAHO, YTO HAWIYYIINE PEe3yJIbTaThl MOTYT OBITH
JOCTUTHYTBI IIPH MCIIOIb30BAaHUH MIPABOBBIX U TEXHMYECKHX MEp NPEIOTBPAICHHS ClaMa.

Takoif MOAXOI CYIIECTBEHHO CHH3UT OCTPOTY MpOOJEMBI CliaMa W MO3BOIMT coobmiecTBy Internet paspaborath W peann3oBaTh
3¢ deKTUBHOE U AOIrOBPEMEHHOE PEIICHUE 3TOI MPOOIEMBL.

OpHako cienyeT MOHMMaTh, YTo oxHUX npasui Non-Relay HenocTaTtouHo 1 MpeJOTBpalleHus criama. Jlaxe eciii HacTaHeT ACHb, KOraa
99% SMTP MTA OyayT MCIONb30BaTh TakWe MpaBHIiIa, CIaMepbl MPOJOIDKAT HCIOJIb30BaTh ocraBmmiics 1%. B kpaiiHem ciyuae, OHH
CMOTYT HaNpSMYIO COSIHHATBCA C XOCTOM KaXJOro ajpecaTra — 5TO MPUBEACT K JIMIIb K HEKOTOPOMY MOBBIIICHHIO 3aTPaT Ha PACCBUIKY
crama.

Peanmzarus IPv6 mpencraBisieTcst JOCTaTOYHO CKOPBIM COOBITHEM, HO OOPOTHCS CO CIIAMOM INIPUXOJHUTCS yXKe ceddac, Mo3TOMY B JaHHOM
JIOKyMEHTE paccMaTpuBaercs Tonbko IPv4.

1.3. TepmuHonorus

B naHHOM JOKyMEHTE HCTIOJB30BaHHE TJIAroJIOB TOJKEHCTBOBaHUS cooTBeTcTBYeT RFC2119 [4]:

o JHomxuo (MUST)
DTO CIIOBO UCMONB3YETCA Il 0003HAUCHHS 003aTENFHBIX K HCIOJHEHHIO TPeOOBaHMIMA.

o Cuaenyer (SHOULD)
OTOT TEPMHH O3HAYaeT PEKOMEHAALUIO U UCIIONB3YETCS B TEX CIIydasx, KOTAa T€ WX WHbIE 0OCTOATEIECTBA MO3BOJISIOT OTKA3aThCS OT
BBIITOJTHCHU A yKaSaHHbIX T‘pe60BaHHﬁ. Bce cnyqan OTKa3a OT BBIIIOJJHCHUA TaKHuX TpeGOBaHI/Iﬁ JOJIDKHBI 6])ITI: OCHOBAHbI Ha
B3BELICHHOM PEIICHUH.

o Bo3moxno (MAY)
DTO CIIOBO UCHONB3yeTCs 111 0003HaYeHUSI HeoOs3aTeIbHbIX TpeOoBaHuil. OHU MPOU3BOIUTEIH MOTYT UCIIOIB30BATh TAKUE OIILHH, a
JIPYTHe — OTKA3BIBATHCS OT UX PEaTN3ally 110 COOCTBEHHOMY YCMOTPEHHIO.

1.4. Ucnonb3oBaHue AaHHbIX DNS

B nmokymenre mcnone3yrorcss TepMuHbl “uMst xocta” (host name) u “momenHoe ums” (domain name) KOTOpPBIE CIIEAYET TPAKTOBATH Kak
MOJIHBIE JIOMEHHBIE MMeHa XocToB — FQDN?®, 1. e., umena, BosBpamaembie DNS B otBer Ha 3ampoc PTR (IN-ADDR.ARPA) mis
npeobpaszoBanus [P-anpeca B TOMEHHOE MMsI, I UMEHA, YKa3biBaeMble B 3amucsax MX mis nomena (RFC1034 [5], RFC1035 [6]).

HcnonszoBanue FQDN Bmecto anpecoB IP B 3TOM mokymeHTe 0OYyCIOBIEHO HMCKIIOYHTENIBHO YZOOCTBOM BocmpusaTHa. OmHAKO Takoe
HcTosb30Banne kKecTko cBsizaHo B DNS u 3amucsmu .IN-ADDR.ARPA (PTR). Ilockombky 3TH CBEIEHHS JIETKO HOAMEHHTH IMyTeM
MOACTAaHOBKU 3amuced B K31 cepBepoB DNS uim ncrnons3oBaHus criamepaMd COOCTBEHHBIX CEpBEpOB HMEH, paboTaTh C JOMEHHBIMH
MMEHaMH CJEIyeT OCTOPOXKHO, MPOBEPSISl COOTBETCTBHE MPSMOTr0 M o0paTHOTO mpeobpasoBanus. Vcnons3oBanue Secure DNS (RFC2065,
[7]) ynpouiaer curyanuto, nenast HeBo3MoxkHoi noacraBky IN-ADDR.ARPA.

OpnHa u3 pekoMeHaauuil ces3ana ¢ nposepkoi moist "MAIL From:" (envelope originator) ¢ momomsto DNS (vcxons u3 npeanoaoxeHus o
cymecTBoBaHuM JaHHBIX DNS 1t nomena otmpaButensi). [Ipu MCronbp30BaHUYM TAaKoM MPOBEPKH CIEAYeT HPHHUMATh BO BHUMAaHHE DS
00CTOSITENBCTB:

1) Takas mpoBepka MOXET MPUBECTH K 3HAYUTEIBHOMY POCTY umcia DNS-3ampocoB U CBSI3aHHOMY € 3THM YBEIHUYCHHIO HArpy3Kd Ha
cepBepel DNS. Kpome Toro, ucrnosb3oBaHHE Takoil NMPOBEPKH JaeT 3JI0YMBIIUIEHHHKaM BO3MOXHOCTh opraHusauunu DoS-ataku Ha
cepBep DNS myTem npocToii reHepanud MHOTOYUCICHHBIX COOOIICHHIA.

2) CrnenyeT OTMETHUTb, YTO NPU HEraTMBHOM K3IIUpoBaHUM B DNS MOXHO HCNONIB30BaTh MOACTaBHbIC OTKIMKM DNS a1 opranuzanuu
atak Ha ciyxObI (denial of service — DoS). Hanpumep, eciu n3BecTHO, 9TO callT mcronb3yer nposepky FQDN it SMTP-xomanzg
"MAIL From:", aTakylomuii MOXET HCIIONb30BaTh HeraTHBHbIE OTKIMKH DNS i sddexTnBHOI OIOKMPOBKM NpHeMa IMOYTHI W3
OJJHOTO WJIM MHOTHX HCTOYHHKOB. YUET 3TOT0 00CTOSTENECTBA TPpeOyeT OCTOPOXKHOCTH IIpH BeIOOpe cepBepa DNS, ncmonszyemoro st
IIPOBEPKU aJipeca OTIPaBUTENS, C 1I€IbI0 MUHUMU3ALMU PUCKA IOJIyUeHHs MOJICTABHBIX OTKIUKOB.

* 3anpouennsie Bamu matepuansl. [lpum. nepes.

* VBbI, qaneko He Beex. Ilpum. nepes.

¢ Wi mo6oit apyroi crpane. [pum. nepes.

7 B HaCTOALIEC BPEMA BO MHOI'MX CTpaHaxX NPEANPHUHUMAIOTCA CEPLE3HBIC ITOIBITKU 3aKOHOHATCJIBHOI'O IOAABJICHHUA CllaMa U CO3JaHUs
HMHTEPHALMOHAIBHBIX CIy>KO AJIS PEIICHNS CBA3aHHBIX CO CIIAMOM IOPHAWYECKHX M MHBIX MpobueM. [lpum. nepes.

8 Fully Qualified Domain Name — nojiiHoe IOMEHHOE UM
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3) Jlns paHHUX BepcHil MporpaMM pacchUlKH crama mnpoBepkd FQDN MokeT oka3aTbCsi BIOJNHE JOCTATOYHO, IOCKOJIBKY TaKhe
TPOTPaMMBI  HCTIOJIB3YIOT COBEPLICHHO IMPOM3BOJbHEIE 3HaueHUs B komaHmax "MAIL From:" u cooOmeHHs OT Takux MpOrpamm
MPAKTUYECKU TTONHOCTHIO OJIOKHPYIOTCS, Onaromapsi mpoBepke ¢ ucroib3oBaHreM DNS. Takas mpoBepka MOXKET HCIONB30BAThCS H
CEroJHs, HO ypOBeHb 3(P(PEKTUBHOCTH CYIIECTBEHHO MOHM3WICA 32 CUET HMCIOJIB30BAaHHMS NPOTPaMMaMH PACCBUIKM PEANbHBIX WIN
MpaBaoNo00HBIX HMeH B komMaHaax "MAIL From:".

C npyroii CTOpOHBI, CalThl, HE UMEIOIINE JOCTATOYHO XOpolIero coequHeHus ¢ DNS, MOryT crajkuBathes ¢ mpobiaeMaMu MpH MOTy4eHHU
JIETUTUMHOM TIOYTHI U3-3a TaiiM-ayToB IpH oOpamieHnu k cepsepy DNS Bo Bpems mposepku moms "MAIL From:". Omgnako manasie DNS
00CITy’)KUBAIOTCSI B ACHHXPOHHOM DPEXMME M MOTYT K3LIMPOBATHCS, IO3TOMY JOCTATOYHO BBICOKA BEPOSTHOCTb MOJIYYEHHUS 3alpOILEHHON
MHGOPMALUH JaXKe MPU BOSHUKHOBEHHHU TaiM-ayTa.

B Gonee coBpeMEHHBIX BEpCHAX MPOrpaMM pacchuikd crmama npoBepka "MAIL From:" MoxeT He IaTh CTONb OYEBHIHOTO pe3yiibTara,
MOCKOJIBKY TIPOTPaMMbI CIIAMEPOB TAKXKe COBEPIICHCTBYIOTCS M 3a4acTyl0 HCIOJIB3YIOT peaibHble aapeca (JIETHTUMHOCTH TakKoTo
HCTOJIb30BAHMSI BBIXOIUT 32 MPEACIIbl PACCMOTPEHHUS TAHHOTO IOKYMEHTA).

1.5. Fpe 6noknpoBatb cnam — B SMTP, B RFC822 unu B UA

HammM OCHOBHBIM IIPEATIONOKCHUEM SIBIISICTCS TO, YTO PEIICHHE O MpHEeMe WINM OTOPACHIBAaHUHM COOONIEHUS IOJDKHO IPHHUMATHCS Ha
ypoBHe SMTP n areatr MTA nomkeH nmpuHUMATh pemeHne o0 oTkasze B mporecce nuagora SMTP. Takoit mogxon mo3BomsieT n30aBUTHCS
OT mHpHeMa HEHYXHbIX cooOmeHuil. Kpome TOro, mpu TakoM IOAXOJAE OTBETCTBEHHOCTh 3a IPHHATHE OKOHYATEIBHOTO pPEIICHHS
nepenaeTcss OTIPABUTENIO0 COOOIIEHUSI — OH MOJIy4YaeT COOTBETCTBYMOUMH KoX Bo3BpaTa oT SMTP u moxer o0pabaTeiBaTh €ro ¢ y4eToM
CBOMX 3a/ad.

1.6. Koabl Bo3Bpata SMTP

IMporoxon SMTP noxnepxuBaeT HECKOIBKO Ki1accoB kKogoB Bo3BpaTa (Return Code), ommcanHbIx B padote [1]:

¢ 5xx
Tocrosiuublii otka3 (Permanent Negative Completion) — kpuruueckas ommbka (Fatal Error) — moutoBasi TpaH3akuus mpepbiBaeTcs U
COOOIIEHNE BO3BPAIIACTCS OTIPABHUTEIIIO.

¢ 4xx
Bpemennsiit otkas (Transient Negative Completion) — Bpemennas ommbka (Temporary Error) — mouroBast TpaH3aKIMsl BO3BpAIIaeTcs B
o4epeb 1UIsi HOBTOPEHHUS TIOIBITKH 110 HCTEUECHUH HEKOTOPOTO BPEMEHH.

¢ 2xx
IosutuBHeni pesynsrar (Positive Completion) — nokassiBaer, uto areHT MTA mnpuHsI Ha ce0sl OTBETCTBEHHOCTH 3a JAJIbHEHIIyIO
JIOCTaBKY COOOILECHHS.

HpI/I HCIOJIB30BaHUU OIMMCAHHBIX B 3TOM JOKYMCHTE ONIui n METOJOB CICAYCT IIPUHUMATL BO BHUMAaHUEC PAJl ACTICKTOB!

Jlns wexotophix coObithii Tuna "Denied - you're on the spammer's list”™ Bo3Bpar koma 5XX MOKET OBITh KOPPEKTHBIM JEHCTBHEM,
MOCKOJIBKY TIPH 3TOM ITOUYTOBAsI CECCHUsI TpephIBaeTcs (€ciy craMep He urpaet mo npasuwiaM SMTP, oH MoxeT ToMecTUTh coobIeHne
00paTHO B oyepe/lb Ha OTIPABKY WM NepeOPOCUTH Ha JPYrod XOCT B 3aBUCHMOCTH OT BO3BPAIIEHHOTo Koja). OnHAaKo BO3BpAT KoJa
5XX B pe3ysbTaTe KOHQUTYpalHOHHO OIIMOKH MOXXET IPUBOAUTH K OTKa3y B MIPUEME JETUTHMHON HOYTHI.

CreoBaTenbHO, MBI IIpeajiaraeM B OOJIBIIMHCTBE CIIy4aeB BO3BpamiaTh KOAbl 4xxX. IToCKONbKYy Takol KOA TOBOPHT O MCHPaBHMOM
ommoOKe, T0YTa 3aHOBO IOMEIIACTCS B OYepelb HAa CTOPOHE OTHPABHTENS M MBI IONydaeM HEKOTOpPOE BpeMs Ha OOHapyXEHHE H
UCTIpaBJICHHE KOH(UIYPAIlMOHHBIX OMMOOK M HE OTKa3blBaeMCsl KaTETOPHUECKH OT IpHeMa COoOIneHus (HampuMmep, OTKa3 B
TPAHCIIALNHN MOYTH I JOMEHA, B KOTOpOM MX-3anuch yKa3bIBaeT Ha JaHHBIA TPAHCIIATOP).

BosBpar xozma 4xx cramepy TakxkKe NMPUBOAMUT K COXPAHEHUIO COOOIICHHS B IIOYTOBOI OYEpenN U, €CIIH CTIaMep HCIOIb3YyeT CBOH XOCT,
MOXKET 3aCTaBUTh 3TOTO cllaMepa 00pa3yMHUTHCS — BeIb pa3Mephl Aucka He 6eckoHeuHbl. C Apyroil CTOPOHBL, €CITH cllaMep MOIb3yeTCs
OTKPBITHIM TPAHCIITOPOM, NEPETIOIHEHNE OUepe i MOXKET ITOCTY>KUTh BIaJeIbllaM X0CTa CUTHAJIOM O HETIOPSAKE B HX CHCTEME.

OpHako IpH BO3BpaTe KOJAOB 4XX MOXKET BO3HHKATh HETPUBHAIBHBIN Cciydail B3aumoaeicTus ¢ 3anucaimMu MX. Ecnu nomen agpecara
UMEET HECKONbKO MX-3amucedl M xocT ¢ Hambonee NpeanodTHTenbHbiM'® 3Hayennem MX Bosspamaer kox 451, nepenarommii
COOOIIEHNE XOCT MOKET (M 4acTo JIEJaeT 3TO PEasIbHO) MONBITATECS UCIOIb30BAaTh XOCT CO CIEAYIOINM 3HaueHneM MX.

Ecnm BTOpO# XOCT HE MCIONB3yeT B TOYHOCTH TaKOH k€ CITHUCOK JUIS OTKa3a B MPHEME TOYTHI, OH MOXET IMPHHATH COOOIEHUE U Janee
OyzeT mepechuIaTh €ro TPAHCIATOPY ¢ MHHHUMAIIBHBIM 3HaueHHeM MX, KOTOpBIN paHee OTKa3ajcs NMPUHUMATh COOOIIEHHE HAa OCHOBE
aHanmmza "MAIL From:". B pe3ynbprate OyzeT 3amoiHATHCS MOYTOBAs odepelb Ha APYKECTBEHHOM XOCTE, 00ECIICUHBAIOIIEM aapecary
JIOTIOJTHUTENbHY1O0 3armuch MXt.

Haxoner, MOXHO BO3BpaTUTh KOX 2XX, HE MpEeANpPUHIMAs YCHIMA 10 JaJbHEeHIel 1ocTaBKe crama (HampuMmep, OTIPaBUB cOOOLIeHNE
B /dev/null). OueBnaHO, uTO 3TO sBysieTcst HapymeHneM RFC821 m TakuM crmocoOoM He CleayeT IHOJIb30BaThCs 0€3 aKKypaTHOTO
PacCMOTPEHHSA BCEX aACIICKTOB. BwmecTo 0T6pac1>13a1-m51 IMMOYTHI BCJICNYHO MOXXHO 3aHOBO NOMEINATH €€ B OYEpPEb U BPYUHYIO (I/IJ'IPI
ABTOMATHYECKH) IPOBEPSATH SBISETCS OHAa CIHIAMOM HJIM JISTHTUMHOHN HOYTOH, OCIIe Yero OTOpackiBaTh WM IIEPECHUIaTh JaJIbIIe.

1.7. Cnuckm paccbinnok

Arenr MTA MoxeT Takke MONICPKUBATh CIHCKH PAacchUIOK (mailing list) W OTHPaBIATh MO 3THM CHHCKaM COOOIIEHHS MHOXKECTBY
anpecaroB. TpeOyercss o0ecrnednTh MPOBEPKY OTHPABUTENS W NPEIOTBPAICHHE BO3MOXKHOCTH PACCBUIKH CIlaMa IO TaKUM CIHCKaM.
MexaHU3MBI B JaHHOM CJIy4ae MOTYT CYIIECTBEHHO OTIMYAThCS OT TeX, KOTOpbIE MPUMEHSIOTCS IS OTACIBHBIX COOOIICHUH U OTACNBHBIX
nosb3oBaTeneil. PaccMoTpeHne 3TuX MEeXaHM3MOB BBIXOIUT 3a MPEEIbl JaHHOTO JOKYMEHTA.

2. PekomeHOayuu

CHa‘{ana MbI ITIpUBEAEM KpaTKI/Iﬁ CIINCOK peKOMeHZ[aIII/Iﬁ, a IIoTOM 60nee JACTAJIBHO PacCMOTPUM KaXXKAYH0 U3 HUX. ByIIyT TAaKXKE OaHbI
peKOMeH,E[aL[I/II/I 10 TOMy, 4YTO He cne;[yeT JeJIaTh — YTO-TO MOXET Ka3aTbCA COBCpH.IeHHO €CTCCTBCHHBIM C TOUYKHU 3peHI/ISI 60pB6BI CO crmaMmOM
(I/I MOXKET OaX€ IIOMOYb B Heﬁ), HO MOKET NPUBOJAUTH K BPEAHBIM IMOCICACTBUIM IJIsd MOYTOBOM CHUCTEMBI U O’I’pPIIIaTeHBHLIﬁ 3(1)(1)€KT MOXET
OKa3aTbCsa 60J'IBIJ.I6 IIOJIOKUTECJIBHOTO.

1) ﬂO.]'DKHa 00ecreunBaThCS BO3MOKHOCTE OrpaHU4C€HUs HECCAHKITUOHUPOBAHHOT'O HCIIOJb30BaHHUSA MMOYTOBBIX TPAHCIIATOPOB.

° Tlouta OTBEPrHYTa — BbI B CIIMCKE CIIAMEPOB.
' MuHHUMAJILHBIM U3 UMerouxcst. [lpum. nepes.
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2) Jomxna oOecrieunBaThCcs BO3MOXKHOCTH oOecredeHHst crpok "Received:" ¢ nocrarouno wHQopmarmeil Uit TPacCHPOBKH ITyTH
JIOCTaBKH MOYTHI HE3aBHCHUMO OT HCIIOJIB30BAaHUS CllaMepaMy OOMaHHBIX UMEH XocToB B koMaHnax HELO u T. 1.

3) JomkHa obecriednBaThCsl BO3MOXKHOCTD JJOCTYIA K JIOKaJIBHBIM CHCTEMHBIM JKypHAJIaM JUISl ITOCIIEAYIOIEei TPAaCCHPOBKH COOBITHH.
4) Cuaexyet obecrieunBaTh BO3MOXKHOCTD 3alMCH B CHCTEMHBIE XKypHaIIbl HH(pOpMaImy o Bcex JeHcTBUAX anti-relay/anti-spam.

5) Caenyer obecrieunBaTh BOZMOKHOCTE OTKa3a OT IPHEMa MOYTHI JJIsI XOCTa WM TPYIIIBI XOCTOB.

6a) Hemomyctumo oteprats "MAIL From: <>".

6b) Hemomyctumo oteeprats "MAIL From: <user@my.local.dom.ain>".

7a) Caenyer obecrieunBaTh BO3MOXKHOCTb OTBEPraTh MOYTY OT KOHKpeTHOro monb3oBarens "MAIL From:" user, <foo@domain.example>.
7b) Cneayert obecrieunBaTh BOZMOKHOCTB OTBEPraTh MouTy U3 noMeHa B nesioMm "MAIL From:" domain <.*@domain.example>.

8) Cuaenmyet obecrieunBaTh BO3MOKHOCTh OTBEPraTh HOUTY JUIS OTpaHHUYEHUs] cCkopocTu nprema noutsl ("Konrponas ckopoctu").

9) Cneayer obecrieunBaTh BO3MOKHOCTH poBepku gomena "MAIL From:" domain (¢ ucnonp3oBanreM DNS uim HHBIX cIOCOOOB).
10) Caenyer obecrieunBaTh BOSMOXKHOCTD IpoBepkH <local-part™> ajs ncXoasimei mouTH.

11) Cnenyer obecrieqnBaTh BO3MOKHOCTh KOHTpoJs A komang SMTP VRFY u EXPN.

12) Caenyer obecrieqnBaTh BO3MOKHOCTh KOHTpoIs st komarasl SMTP ETRN.

13) Jomkna oOecrieunBaThCS BO3MOXHOCTh HACTPOMKM MapamMeTpoB /Ul Bo3Bpara pasHbix 3HaueHuil Return Code mo pasnudHbIM
npaBwiaM (Hampumep, 451 Temp Fail, a ve 550 Fatal Error).

[IpuBeneHHOE HIDKE OOCYXKIEHHWE DPEKOMEHAAIMH 3a4acTylo 3aKaHYMBAeTCS HEOOXOIMMOCTBIO IPOBEPKH COOTBETCTBHS JUII HMEH
XOCTOB/IOMEHOB | afpecos/moacereil [P. Pexomenayercst oOecrieunBaTh BO3SMOXKHOCTB MPEICTABICHHUS JTaHHBIX/IAOIOHOB IS IPOBEPKU
COOTBETCTBUI M3BHE 10 oTHOUIeHHI0 K MTA (Hampumep, npaBuiia IPOBEPKU COOTBETCTBUS BKIIIOUatoTcsi B MTA, HO aHHBIE, ¢ KOTOPBIMU
MIPOBOAUTCS CPABHEHUE MOTYT XPAaHUTBHCS B OTAENBHOM (aiine). PekoMenayercs Taioke oOecrieynBaTh BO3SMOXKHOCTb BKIIOUCHHUS B JaHHbBIE
JUISL IPOBEPKH COOTBETCTBHUS (BHELIHUH (haifir) perysIapHBIX BBIPOKESHUH Ui 0OecrieyeHns] MaKCHMaJIbHOW IMOKOCTH.

EcTecTBeHHO, YTO NP MPOBEPKE COOTBETCTBHUS HMEH TOMEHOB W/WIIH XOCTOB HEAOMYCTHMO IIPHHUMATH BO BHUMAHHE PETUCTP CHMBOJIOB.
IMockosbKy JoKanbHast 4acTh aapeca (<local-part>) MOXkeT ObITh PETHCTPO3aBHCHMOM, AJIS €€ MPOBEPKH PAa3yMHO YYHTBIBATh PETUCTP
cumBoioB. OnHako, mockonbky <sPAmMeR@domain.example> u <spammer@domain.example> ckopeil Bcero ykaspIBalOT Ha OIHOTO
MOJIL30BATENSE M IOCKOJBKY B pPE3yJlbTaTe CpPaBHEHHs IPHHHMACTCS peIieHHe 00 oTOpachlBaHHH COOOLICHHS MBI MpeiaraeM IIpu
cpaBHeHnH <local-part> Takxe He YUHTBIBATH PETHCTP CHMBOJIOB.

HHTepHpeTaIII/ISI NPUMCHEHUS BCEX 3TUX peKOMeH,IIaHI/Iﬁ SABJIACTCA OOCTAaTOYHO THOKOW — B 3aBHCHMOCTH OT TOT'0, KaK Bbl pE€ain3yeTe
d)HJ'ILTpaL[I/IIO Cllama CE€roaHs, CriaMepbl 6y£[yT 3aBTpa UCKaTb 06XOZ[HI>I€ IIyTU U KAa4YE€CTBCHHLIC pCajin3aliun MTA JOJIKHBI obecrieunBaTh
JAOCTAaTOYHYIO ruOKOCTh JUIA TIPEAOTBPAILICHUS HOBBIX YJIOBOK U XPITpOCTeﬁ CIIaM€pOB.

21. Ol'paHM‘-IeHVIﬂ Ha ncnosfib3oBaHue NO4YTOBbLIX TPAHCNATOPOB

HecaHKIIMOHMPOBAaHHOE WCIOJIb30BAaHUE XOCTa B KAYECTBE MOYTOBOro TpaHciaropa (Mail Relay) o3HaqaeT kpaxy pecypcoB TpaHCIATOpa U
HO/BEpraeT PHCKY peIyTalMIo BIAAENbLEB TAaKOr0 TPAHCISATOpa. MOXET TakkKe OKa3aThCs HEBO3MOXKHBIM OT(QHIBTPOBATH WU
3a0JI0KMPOBaTh criaM 0e3 OJHOBPEMEHHOT0 OJIOKUPOBAHUS JIETUTUMHOM HOYTHL.

CrenoBatenbHo, areHT MTA mgoskeH obecriedMBaTh KOHTPOJb 32 HCIIOJIB30BAaHUEM TPAHCIATOPAa M BO3MOXKHOCTH OTKa3a B JOCTyIE K
HEMY.

B ceccun SMTP MmbI umeeM 4 3i1eMeHTa ¢ pa3HbIM YPOBHEM J0BEPHs K KaXKIOMY M3 HUX:

1) "HELO Hostname" JIETKO U 4aCTO MOJAMEHSETCS.
2) "MAIL From:" JIETKO U 4aCTO IOJAMEHSETCS.
3) "RCPT To:" KOPPEKTHOE WM, IO KpalfHeH Mepe, HAMEPEHHO 33aJJaHHOE 3HaUEHUeE.

4) SMTP_Caller (xocrt) IP-anpec ormpasurens (HopmansHo), FQDN (MoxeT ObITh HOPMaIIBHO).

HOCKOJ’ILKy 1) u 2) JIETKO MOAMEHUTH U 3TO 4YAaCTO IMPOHUCXOAUT, Mbl HE MOXKET IOJIAraTtbCsa Ha 3TU IMMapaMETpPhl AJid IMPOBEPKU TTOJTHOMOYUH
(aBTOpI/BaHI/II/I) IIpH UCIOJIB30BAHUHN HAIICTO XOCTA B Ka4Y€CTBE NOYTOBOI'O TPAHCIIATOPA.

Arent MTA noJkeH OBITE CIIOCOOEH KOHTPOJIMPOBATH JOCTYI K (DYHKIMSIM IOYTOBOTO TPAHCIATOPA HA OCHOBE KOMOWHAITHH
¢ "RCPT To:" agpec (zomen).

¢ SMTP_Caller FQDN-ums xocra.

¢ SMTP_Caller IP-anpec.

[Ipennaraercs CeayIOINi alrOPUTM IPOBEPKH:

a) Ecmm "RCPT To:" comepkuT oauH W3 “HammXx”’ JOMEHOB, JIOKaJbHOE JIOMECHHOC HWMS WJIA WMS JOMEHA, I KOTOPOTO MBI
obecrieurnBaeM MEePeChUIKY IOYTHI (IOMOTHUTENbHBIH MX), nocTyn Kk TpaHcisTopy paspemraetcs (Relay).

b) Ecmu SMTP_Caller nposepen mo IP-anpecy ormpasutens i FQDN (3aBucut ot ypoBHs noBepus k DNS), mocTyn x TpaHCISITOPY
paspemaercs (Relay).

¢) JlocTym K TpaHCIATOPY HE pa3pernaeTcs.

[1py BLINOIHEHHH 1. ) HY)KHO OBITh YBEPEHHBIM, uTO Bee TUIBl SMTP source routing'' (oduimansusie [@a,@b:u@c], ¢ noMomswo '%' u
myTte uucp '!') IOTHOCTBIO YAAICHBI [0 BBIMOIHEHHS IPOBEPKH HITH, TI0 KpaiHel Mepe, IPHUHIMAIOTCS BO BHUMAHHE [PH MIPOBEPKE.

"'3aaHHast OTIPABUTEIIEM MapIIPy TH3aLHSL.
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Caift, peanu3yIomuii Takylo IPOBEPKY, TOJDKCH 0CO3HABATh, YTO OH MOXKET OJIOKUPOBATH KOPPEKTHO aApECOBAHHEIE COOOMIEHHS, 0OCOOEHHO

B TEX CIIy4asx, KOrJa OHH HCXOIAT OT CUCTeM, paboTaromux 1mo oTimaHoMy oT SMTP mpoTokony, nim HampaBieHbl B TaKue cUCTeMBl. {0

peaim3ali TaKOoTro IpaBujla CICAYET AaKKypaTHO y6e111/rrbc;1 B TOM, 4YTO IIpUHATBI BO BHUMAHHUE BCC MUCIIOJIB3YEMBIC aJITOPUTMbI

MapmpyTU3aliyi IOYThI, APYTUE€ IMOYTOBBIE CHUCTEMBI W HWHBIE CIENHAJIBHBIC ClIy4dau. Kamaﬂ U3 TAKHX CHUCTEM MOXKET l'IOTpe60BaTL

BBIITOJIHEHU S CTICHUAJTIBHBIX MEP.

[Tpumepom mog06HOM MOYTOBON cHUCTEMBI MOXKET ciyxuTh X.400 ¢ ee agpecamu TUIa:

"/c=us/admd= /prmd=xyz/dd.rfc-822=user (a)final/"@x400-gateway
Jpyrum mpumepom siisietcst DECnet MAIL-11, koTopast ucmonis3yeT aapeca B popMe:

"gateway: :smtp%\"user@final\""@mail-1ll-gateway

Bo Bcex ciywasx konbwurypaius AoJKHA noanepxkuBath miabionsl mist FQDN u kmacesl anpecoB IP, ciaemyer tawke monaaep uBaTh
dopmy "ampec/macka" mns OecknaccoBbix aapecoB IP. IIpumepamm moryTt ciyxuth domain.example m *.domain.example; 10.11.%.*,
192.168.1.%, 192.168.2.*, 10.0.0.0/13, 192.168.1.0/23.

Kondurypanuu ciieqyer mo3BoisTh MOTyUeHHE MAOIOHOB M JAHHBIX ISl MIPUHSTUS PEIICHUH W3 BHENIHUX MCTOYHUKOB (HAIpUMeEp, W3
TEeKCTOBOTO (aiina uin 6a3sl JaHHBIX). CilemyeT MoAIep>KUBATh BO3MOXKHOCTh BKIIIOUEHHS B 3TH JaHHBIC PETyJSIPHBIX BBIPAKCHUI.

2.2. Ctpoku Received:

Arenr MTA pomxen no6aBiats uH(opmaruio o cedbe B Hawano (prepend) crpoku "Received:" mouToBoro 3aroioBka (Kak OMHCAaHO B
RFC822 [2] u Tpebyercs 8 RFC1123 [3]). [lobasnsiemslit B cTpoky "Received:" TekcT q0J1keH coaepkaTh HHYOPMALIUIO, JOCTATOUHYIO IS
obecrieyeHHss BO3MOXKHOCTH TPACCHPOBKM ITyTH JOCTABKH IOYTHl B HANpPABICHWHM €€ OTIPaBHTENA. 3[4eChb BO3MOXHBI fBa CIyyas,
OIMCAHHBIX HIDKE.

2.2.1. Mpsimbie coeduHeHus1 mexdy MTA

TlouroBas cucrema Internet paspabaTeiBanach ¢ y4e€TOM TOTO, YTO XOCT-OTIIPABHUTENH COCIMHSECTCS HEIOCPEICTBEHHO C IOJydaTeleM,
yKa3aHHBIM B 3amucu MX (mpu Hanmuuuu MHOkecTBa MX OHM yNOpSZOYMBAIOTCS IO YPOBHIO mpuopurera). [lnst obecreueHus
BO3MOYHOCTH TPACCUPOBKH B HATIPABJICHHH XOCTa-0TIPaBUTENs (KOTOPBIA MOkeT 6b1Th MCD'? Wiy 1U1I030M, KaK OMKMCAHO HIKE) KAXK b
areiT MTA Ha myTH IOCTaBKH, BKIOYas KoHeuHbli MTA, momkeH nomemarh wHpoOpMaiuio o cebe B Havano (prepend) cTpoku
"Received:". lobaBisiemas ctpoka "Received:" momkHa BKIIOYATh:

¢ [P-agpec nepenaromiero xocra;

¢ Jlary u Bpems B cootBercTBHU ¢ RFC822 [2] (cTp. 18).

Cunenyer TakKe BKIOYATh B 9TO CTPOKY:

¢ Uwma FQDN, cootBetcTBytomee [P-anpecy nepenatomero xocra;

¢ Aprymenr, nepenanssiii B komaage HELO;

* AyTeHTH(bl/IKaLIPIOHHbIe JaHHBIC, €CJIN I NEpeaavn Uin noaadu movuThbl I/ICl'lOJ'lb3yeTCﬂ ayTeHTI/I(bI/IKaLlI/lH.

[Ipenmonaraercs, 4To OOJIBUIMHCTBO OCTANBHBIX nouneil "Received:", onncanubix B RFC822, Gyzer BrmoueHo B ctpoku "Received:".

B OonpmmHCTBE CiTydaeB 00y HHPOPMAIIHIO, KOTOPAst MOKET TOMOYb B TPACCHPOBKE ITyTH COOOIICHUS, MOXHO U CIEIyeT J00aBIAThH B
ctpoky "Received:". DTo BepHO maxke B TeX ciydasx, KOrla HCXOAHOE cooOiieHue momaercs He depes SMTP. Hampumep, momaua
cooOmeHnst 4depe3 web-uHTepdeiic ocymecTBIsIeTCs ¢ WCIOIb30BAaHUEM MEXIY KIMEHTOM M cepBepoM mnporokonma HTTP; crpoka
"Received:" B Takux ciiydasx MOXKET ObITh UCIOJIb30BaHa Ui uacHTH(UKauu [P-anpeca, UCIOIB30BAHHOTO MPH COSTUHEHUH C CEPBEPOM
HTTP, Ha xoTOpOM OBLIO CO3aHO MOYTOBOE COOOIICHHE.

Ot pekoMeHnanuu obaymaHHO kectde, Hexenn RFC1123 [3], u 910 chemaHo Juisi TOro, 4ToObl MOXKHO OBIIO OTCIEXKHBATH IOYTY,
HepeaHHyI0 CIaMepOM HEMOCPEICTBEHHO CO CBOETO XOCTA. THIHYHBIM CIIy4aeM SIBIISICTCS UCIIONB30BAHUE CIIaMEpaMH KOMMYTHPYEMBIX
COeMHEHHH — B Takoi cutyanmu ISP HyxHo 3HaTh anpec IP, naty u Bpems oTnpaBKH, 9TOOBI IPHHSITE MEPHI 110 OTHOIICHHUIO K CIIaMepy.

2.2.2. MC3 u wmo3bl

OpraHu3aiysaM, HPUMEHSIOMUM TOJIUTHKY COKPBITUS CTPYKTYphl CBOEH BHYTpeHHEHl ceTu, HODKHa 00ecreuMBaThCsS BO3MOXKHOCTH
COXpaHEeHHUs] TAaKOM IOJMUTHKH. Takue OpraHu3alMyd OOBIYHO HCIIOJNB3YIOT BHYTpeHHHE areHThl MTA, KOTOopble BKIIOYAIOT B CTPOKH
"Received:" MurumyM nH(opmary win He 10OABISIOT TaKMX CTPOK coBceM. [lociie aToro moyra nepeaeTcs HapyKy depe3 TOT WM HHOM
MCD mmm nuo3, KOTOPBIH MOXKET JaXe YIalnuTb Bce ao0aBieHHble BHyTpeHHMMH areHTamn MTA crpokm "Received:" mpexne, uem
BKJIIOUHUTH B 3ar0JIOBOK CBOIO cTpoky "Received:" (B coorBeTcTBHU € TpeboBanusamu RFC1123 [3]).

Tloctymast TakuM 00pa3oM, OpraHW3alys IOJHOCTHIO TMPUHMMAET OTBETCTBEHHOCTh 3a TPACCHPOBKY W OOHApy)KEHHE CIaMEpOB,
PACCHUIAIOIINX [OYTY U3 CETH STOW OpraHW3allfy, WK MPOCTO GepeT Ha ceOsl OTBETCTBEHHOCTD 3a JICUCTBHS ITHX CIIaMepoB. B 3aroioBkax
UCXOJUIINEeH M3 OpraHu3alMy MOYThl TpefyeTcsi obecreynTh HHPOPMAIUIO, KOTOPOW OydeT AOCTATOYHO ISl HUX, YTOOBI BBIIOJHHUTH
J00YI0 HEOOXOTUMYIO TPACCHPOBKY.

Jlnst BXozsIeH B OpraHu3anuio mo4Tsl CTpokH "Received:" MOMKHBI COXPAaHITHCSI HEU3MEHHBIMH, YTOOBI 00ECTIEIHTH ITOIyYMBIIEMY MTOUTY
BHYTPEHHEMY ITOJIb30BATEII0 BO3ZMOXKHOCTh TPACCHPOBKH OTHPABHUTEINS HHOPMALIUHL.

B obmem crmydae mumozam He ciaeayeT MeHsATh cTpok "Received:", ecnm sToro He TpeOyeT MONUTHKAa O€30mMacHOCTH. V3MeHEeHue
COEPXKUMOTO CYIIeCTBYIOIMX cTpok "Received:" 3adacTylo NpHBOAMT K HOBPEKACHHWIO M yIAIEHHIO HHGpOpManuW, TpeOyemol s
TPacCHPOBKH cooOmeHnid. CiaeayeT MpUHIMAaTh MEPhI MO0 COXpaHEHHI0 nHpopMauu u3 cTpok "Received:" B camoM cooOmeHnH, KOTOpoe
HOJIy4YHT ajjpecaT, WK, €CIH 3TO BO3MOXKHO, B CHCTEMHBIX KypHaJIaX.

2.3. XXypHanbl cobbITUH

Arent MTA poJKeH 3alMCHIBATH B JIOKAJIBHBIA CUCTEMHBIN JKYpHAJ JOCTATOYHOE VIS TPACCUPOBKH COOBITHI KOJMYECTBO UH(POPMAIIUH.
Croia BXOAMT OoJbINas 4acTh HHGOpMaIMK, momMenaemoit B ctpoku "Received:".

"MesxcereBoii sxpan. [Ipum. nepes.
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2.4. NMpoTtokonupoBaHue anti-relay/anti-spam

Arenty MTA cienyer 3anuchiBaTh B CHCTEMHBIH JKypHan omepaiuu anti-relay/anti-spam. B 3ammcu sxypHanbHOro (aiina cremyer
BKJIFOYATh KAK MUHUMYM:

¢ j1aTy U BpeMms CoOBITHS;
¢ wuHpopManuro o npuunHax otkasa ("Mail From", "Relaying Denied", "Spam User", "Spam Host" u 1. 11.);

¢ anpeca (nmomenbl) "RCPT To:" (ecim coequHeHre OBUTO 3alpeIieHO HA paHHEM 3Tarle, HanpuMmep, npu npoeepke aapeca SMTP_Caller,
anpec "RCPT To:" He Oyzer n3BecTeH M HE MOXKET OBITH COXpaHEH B JKypHale);

¢ [P-agpec noaxiarovaroLerocs Xocra;
¢ Mg FQDN noaxirodaronierocsi Xocra;

¢ Jpyrue OTHOCsALIMecs K Jedy cBeaeHus (Hampumep, nHdopmaimio, nepeianHyio B jauaitore SMTP, mo Toro, kak 3ampoc ObuI
OTBEPTHYT).

Cremyer OTMETHTh, YTO MPOTOKOIUPOBAHUE JIUITHUX COOBITHI (OCOOCHHO OTKAa30B B MPHEME IMOYTHI) OTKPBIBACT BO3MOXHOCTB Jisi DoS-
aTakd (HampUMep, MyTeM 3amOHCHUS JKypHATIbHBIX (aiiJIoB OTPOMHBIM KojHuecTBOM 3amwuceil o komanmax "RCPT To:"). Peanuzanumy,
TTOJICPKUBAOIIIE OMHUCAHHOE 3/1eCh MPOTOKOIUPOBAHUE, JOJDKHBI IIPUHIMATh BO BHIMAaHHUC YBEIMUCHHE pa3Mepa KypPHAIBHBIX (ailiioB
(ocoOeHHO BO BpeMsl aTak).

2.5. OTKa3 Ha ocHoBe agpeca SMTP_Caller

Arenty MTA cienyer obecrieuBaTh BO3MOXKHOCTD BOCIIPUSTHS WM OTKa3a B IPHEMe HMOUYTH OT KOHKPETHOI'O XOCTa WIIH TPYIIIBI XOCTOB.
3necy umeerca B Buay azapec IP.src wimm ums FQDN, kotopoe mpeoOpasyercs B ampec .IN-ADDR.ARPA (B 3aBucuMocCTH OT TOrO,
noBepsiete i Bol cepBepy DNS). DyHKIIMOHANIBHO 3TO MOXET ObITh peann3oBano B MCD, Ho mockonbky MTA cnenyeT yMeTh 3allUTHTh
ce0st, MbI PEKOMEH/IyeM pean30BaTh TaKyI0 (QyHKIHIO.

Pexomenayercest obecrieunBats areHTy MTA Bo3MOXHOCTB NpHHSTHS pemeHus Ha ocHoBe uMeH FQDN (host.domain.example), nrabioHoB
umen (*.domain.example), otnensubix agpecos IP (10.11.12.13) wmm npedurcor IP (10.0.0.0/8, 192.168.1.0/24).

Pexomenayercsi Takke 00ECIEUMBATH BO3MOKHOCTH OOBEIUHEHHs TPABUI MPUHATHS DPEIICHHH s (OPMUPOBaHMS THOKUX CIHCKOB
accept/refuse/accept/refuse, kak moka3aHo HIXKE:

accept host.domain.example
refuse * . domain.example
accept 10.11.12.13
accept 192.168.1.0/24
refuse 10.0.0.0/8
CrrcoK mpocMaTpUBAaeTCs OT Havala J0 [EPBOro COOTBETCTBHSI, KOTOPOE OIpeesieT qeiicTBUe accept/refuse (MPUHSATH WM OTBEPTHYTH).

Pexomenayercs monnep:xuBaTh npedukcel B popmare [P-address/length. Oqaako peanuzanuy mogaepKku MabIOHOB afpecoB (HampuMep,
10.11.12.*) Tarxke MOXKET OKa3aThCsl BIIOJIHE JAOCTATOYHO.

JInst [OTIONTHUTENHHOTO MOBbIIeHusT dQdexTuBHOCTH QribTpanun MTA MOMKeT NOAIEPKHUBATH UCIOIH30BAHUE PETYISIPHBIX BBIPAKECHHS
JUISI MMEH XOCTOB, & BO3MOXHO | Juis ajpecos IP.

2.6. "MAIL From: <>" u "MAIL From: <user@my.local.dom.ain>"

Xotst 6oprba co crraMepaMy UMEET JOCTaTOYHO BAXKHYIO POJIb, OHA HUKOTAA HE JOJDKHA HApyIIaTh CYIIECTBYIONIME CTaHAAPTHI pabOTHI ¢
3JIEKTPOHHOM mouTol. [TockonbKy cramepsl yacTo HCHONb3yI0T oOMaHHbBIe aapeca "MAIL From:", Bo3HuKaeT co0ia3H HAYMCTO 3alPETUTH
MPHEM TMOYTHI C TAKUX aapecoB (OCOOEHHO C TeX, KOTOpbIE HUCHOJNIb3YIOTCS Haunbosiee yacTo). Takoil Moaxo[, OJHAKO, MPUHECET OoJblie
Bpe/ia, YeM 3TO JIeJIaeT ClaM.

Korza cymecTByeT He00X0MMOCTh OTBEPTHYTh MOYTY C KOHKPETHOTO XOCTa WM CaldTa Mbl PEKOMEHAYEM HCIOJIb30BaTh JPYTHE METOMBI,
YIOMSIHYTBIE B 9TOM JOKYMeHTe (HampuMmep, oTBepraTh mouty 1o aapecy win umenu SMTP_Caller, ne3zaBucumo ot 3nadenus "MAIL
From:").

2.6.1. "MAIL From: <>"

Heponycrum otkas ot npuema nouts! ¢ agpecoM "MAIL From: <>".

Anpec "MAIL From: <>" mcnonb3yeTcs B cOOOHICHUSX 00 OMMOKax OT CaMOi IOYTOBOW CHCTEMBI (HAIpUMEp, KOTJA HCIIONB3yeTCs
JIETHTHMHBIA TPaHCIATOP M coolieHne o0 omubKe BO3BpaIaeTcs: monp3oBaTeno). OTka3 OT HpHeMa TaKuX COOOLIEHWH O3HaYaeT, 4To
MOJIb30BaTENN HE y3HAIOT 00 OMIMOKax, BO3HUKIIUX IMPHU JOCTaBKE OTIPABICHHON MMH MOUTH (Hampumep, coodmenuii "User unknown"),
YTO OyleT IPHHOCUTE OOJIbIIe Bpeia, HEKEIH CIaM.

Haubonee pacrmpocTpaneHHBIM BapHaHTOM IJIsl COOOIICHMH, HANPaBICHHBIX ¢ anpeca ampecy "MAIL From: <>", gBnseTcs ux mepenada
OJTHOMY TIIONydaTemro (T. €., Bce cooOmeHus o0 ommbKkax BO3BpamaloTcs oxHOMY juiy). ITockoibKy cramMepsl MOTYT HCIHOJB30BAaTh
"MAIL From: <>" ans mouyThl, aJpecOBaHHOW MHOMKECTBY IONydaTenel, BO3HHKAET COOJa3H OTBEPrHYTh TAKYIO IOYTY COBCEM HIIH
OTKa3aThCAd OT ee IpHeMa Ul BCeX aapecaroB, Kpome IepBoro. OmHAKO CYIIECTBYIOT JIETHTHMHBIE CHTYaIlH, KOTJa COOOIIeHHS 00
omuOKax HampaBIISIOTCS MHOXKECTBY MOJNydaTenel (Hampumep, CIUCOK PACCBUIKH C HECKOJIBKUMH BIAJENBIAMH, PACIOI0KEHHBIMH Ha
OJHOM YIaJICHHOM caiite), cienoBaTenbHO it areHTa MTA HemomycTHM OTKa3 OT IpHeMa MOYTH Ha ocHoBaHWH anpeca "MAIL From:
<>" nake B TAKHX CIIydasix.

Opmnako MTA mo:ker cHU3UTE ckopocTh coequHeHus TCP (dactory BeI3oBa (yHKuuu read()) mpu HaJHMYHMH MHOXECTBA a/IPECOB B IIOJIE
"RCPT To:" u, TakuM 00pa3oM, OCIIOKHHUTB CIIaMepaM OTIpaBKy nouTsl ¢ agpecoM "MAIL From: <>".

2.6.2. "MAIL From: <user@my.local.dom.ain>"

Heponycrum otka3 ot nmpuema moutsl ¢ agpecoM "MAIL From: <user@my.local.dom.ain>".
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C nomompio "my.local.dom.ain" yka3eIBaeTcsl, YTO MMEHa TPAKTYIOTCS KaK JIOKAIBHBIE M II0YTa JOCTaBISIETCS JIOKAIBbHO. Ha mepBerit
B3MIII MOXKET IIOKa3aThCs, YTO HET HHUKOro, KoMy TpeOyeTcs wucmonb3oBaTh aapec "MAIL From: <user@my.local.dom.ain>" u
OrpaHMYCHHMS Ha HCIOJIB30BAaHHE ITOTO a[peca MOTYT CHH3UTH PUCK OOMaHa M TaKUM 00pa3oM yMEHBIIUTH 00beM craMa. XOTS 3TO MOXKET
OBITH BEpPHO Ul HEKOTOPBIX CHTYallWif, 3TO OrpaHW4YeHHe OyAeT MpPEeNsTCTBOBATH IBYM IEPEUYUCICHHBIM HIDKE CIy4asM JICTUHTHMHOIO
UCIOJIb30BaHHU:

¢ nceBaounmsl (daitasr .forward).

<userl@my.local.dom.ain> nuter muceMo <user2(@external.example> u 5Ta nouTa nepeceuraeTcs obparHo <user2@my.local.dom.ain>
(Hampumep, B pe3yabTaTe TOTo, 4TO <user2> ObLT mepeMenieH B my.local.dom.ain u ero ¢aiin .forward HaxomuTcs B external.example.

¢ CIIMCKH PacCblIOK

RFC1123 [3] yka3siBaeT siBHOE TpeOoBanue uto aapec "MAIL From:" B mo4te U3 cnmcka pacchUIOK JODKESH IOKA3bIBATh BIaeibLia
storo cmmcka (list owner), a He KOHKpeTHOro otmpasurenda. C ydeToM 3TOro (akrta W TOTrO, YTO OTIPABHTENb COOOIIEHUS MOXKET
HaXOAUTHCS B IPyTOM JOMEHE IO OTHOIICHHIO K CHHCKY PacChUIKH, MOYTa MOXKET MPUXOAWUTH B JOMEH BIaJelblia CIIHCKA U3 Yy)KOTO
JIOMEHA ¢ aJ[pecoM BiaJelblla CIUCKA U3 JIOKAJIFHOTO JoMeHa B komaHzae "Mail From:".

Ecnu coobmienus ¢ "MAIL From: <user@my.local.dom.ain>" 6yayT oTBeprarbcsi, B 000MX MEPEUUCIICHHBIX CIyYasX CTAHET HEBO3MOXKHOU
JIOCTaBKa JICTUTUMHOM MOYTBHL.

2.7. OTKa3 no 3Ha4yeHuto "MAIL From:"

Arentam MTA caeayer moaaep)kuBaThb BO3MOXKHOCTh OTKa3a OT MpUeMa MOYTHI ¢ KOHKpeTHBIX azapecoB "MAIL From:" user
(foo@domain.example) nmu nenpix gomeHoB "MAIL From:" domain (domain.example). B obmewm ciaydae criamepsl JIerKo OOXOIST Takue
npaBuia, yacto MeHaq 3HadueHus "MAIL From:". OnHako BO3MOXXHOCTH OJIOKMPOBAHUS IOYTHl OT OTAEIBHBIX MOJIb30BATENICH MIN LEIbIX
JIOMEHOB MOJKET OBITh IOJIE3HA B TEX CIIyYasx, KOT/a ataka o0Hapy)KeHa [0 e 3aBEepIICHUS.

OTMeTHM ele pas, 4To MOYTY C aAPECOB

"MAIL From: <>"

"MAIL From: <user@my.local.dom.ain>"
HeJONMYCTUMO OTBeprath (CM. BBIIIE) 3a HCKIIOYEHHEM TeX CIIydaeB, KOrJa OHa JOJDKHA OTBEpPraThCsi Ha OCHOBE IPYIMX IPaBHI
(nampumep, koraa aapec SMTP_Caller otHOcHTCs K ceTH, MOYTa U3 KOTOPOH HE MPUHUMAETCS COBCEM.

2.8. KoHTponb ckopocTu
Arenram MTA caeayer npenocTaBisiTh MOYTOBOMY XOCTY CpEICTBa AJSl KOHTPOJIS 3a CKOPOCTBIO, ¢ KOTOPOH MouTa nepefaercs HIu
npuHIMaeTcs. CMBICI HCHOJIB30BAaHHSI KOHTPOJIS CKOPOCTH OIMCAH HIDKE.

1) Ecnu nernTUMHBIA MONB30BaTeNb C CYLIECTBYIOMIEH JUI HETO YUETHOH 3aMHChI0 HAUMHAET PACCHUIATh CIIaM, BO3HMKAET €CTECTBEHHO
JKETaHHE OTPAaHHYIHUTh CKOPOCTH OTIpPaBKH. Takoil MOAXOX MOXET MOKa3aThCS CIIOPHBIM U IOIB30BATHCS UM CIERyeT ¢ OombIIon
OCTOPOXHOCTBIO, HO OH MTOMO>KET 3aIIUTUTh Mosb30BaTesel Internet ot cama.

2) Ecmm Bac ATAKYIOT CIaMEPBbI, 3TOT METO/ IIO3BOJIUT BaM CHU3UTH CKOPOCTH IPHUEMA ITIOYTHI IJIA JAHHOTO I10JIb30BATEIA WA XOCTa.

I[Ipu mepenade MOYTHI KOHTPOJIb CKOPOCTH OCYILECTBIISICTCS 33 CUET CHIKEHMs1 CKopocTH coeanHenus TCP (Hampumep, MyTeM CHIKCHUS
YacTOTHI BBI30BOB (yHKIMHU write()).

Jnst cimydast mpremMa Mbl MOXKEM HCIIONB30BaTh TaKOW e MOAXOJ (HampUMep, CHU3UTh YacTOTy BBI30BOB (yHKIMH read()) M mepenaBath
CHTHAJ C KOJOM 4XX O HEBO3MOXKHOCTH HpHeMa IOo4YThl. PexoMeHayeTcsl NMPUHUMATh PEIICHHE O BBINOJIHEHHM TaKMX ONepaluii Ha
ocHOBaHMM Tmonb3oBatenst win gomena B "MAIL From:", mmenn wmm agpeca SMTP_Caller, agpeca nomywarens "RCPT TO:" wm
KOMOMHALIMU 3THX IapaMEeTPOB.

2.9. Npoeepka "MAIL From:"

Arenty MTA caeayer nonaep>KuBaTh BO3MOXHOCTB ITPOCTOH MPOBepkU KoppekTHOcTH foMeHa "MAIL From:" u oTka3a oT npuema Ho4Th
U3 HECYIECTBYIOIIHMX JJOMEHOB (T. €., TOMEHOB, JUI KOTOPBIX HE YIaJ0oCh MOJXy4YnTh 3amuch THiia MX umu A). Eciu cepBep DNS coobiaet
o BpemenHoil omunbke (TempFail), arent MTA nposkeHn Bo3pawars kox 4xx (Temporary Error). Ecnu cepep DNS Bo3Bpaiaer ommoky
Authoritative NXdomain (HeM3BeCTHBIH XOCT WM oMeH), areHTy MTA ciexyer Bo3Bpamars kKoa 4xx (MMOCKOJIBKY NPUYNHONH MOXKET OBITh
OTCYTCTBHE CHHXPOHHU3AIMM MEXIy INEpPBUYHBIM M BTOpuMYHBIM DNS), HO OH MokeT BO3BpamiaTh KOA S5XX (B 3aBHCUMOCTH OT
KOH(UTypamn).

2.10. lNpoBepka <local-part>

Arenty MTA caexyer paspemaTh NpOBEPKY JOKanbHOW uactu azapeca (<local-part>) B mcxopsmeil moyre Ha MpPEAMET COOTBETCTBHUS
peanbHBIM HMEHAaM II0JIb30BaTeNiell M HMMEIONMMCS B CHCTEME IICEBAOHMMAaM. JTO MpefHAa3HAUYEHO IIPeXJe BCEro Ui 3alllUThl
nosip30BaTenei Internet oT pa3nu4HBIX “oneyaTok”

MAIL From: <foObar@domain.example>
W/ HeOOPOCOBECTHBIX OTIpaBHUTEICH

MAIL From: <I.am.unknown.to.you.he.he@domain.example>
Kak 00Opr4HO, Takas 3allUTa JOCTATOYHO JIETKO OOXOIUTCSA CHAMEPaMH, OH C Y)KECTOYCHHEM MPaBHJ TPAHCISIIHMU MOYTHI CHOETAaTh 3TO
CTaHOBHUTCSI BCE ciokHee. DaKTHYECKH MepexBaT ‘‘OmedaTok” Ha TMEpBOM (M OGUIMAIEHOM) MOYTOBOM TPAHCIATOPE YXKE SBISETCS
JIOCTaTOYHON MOTHMBALMEN Ul TAaKOM MPOBEPKHU.

2.11. SMTP-komaHabl VRFY n EXPN

O6e xomannsl SMTP VRFY n EXPN 1mo3BossfoT MOTEHIIHAIEHBIM CIIaMepaM IIPOBEPHTh KOPPEKTHOCTH ajpecoB B cBoeM crmcke (VRFY)
u paxe moayunts HoBele anpeca (EXPN). I[Tostomy areaty MTA ciaeayeT KOHTpOIMPOBATH JOCTYH K 3TUM KoMaHnam. Mcmonp3oBaHue
3TUX KOMaHJI MOXET OBITH pa3spelieHo WM 3ampemeHo Uil Bcex (on/off) a Taxke OrpaHMYEHO C IMOMOINBIO CIIMCKOB YIIPABJICHHS
JOCTYIIOM, TTOJOOHBIM YIIOMSHYTHIM BBIIIIE.
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OtmernM, 4ro momnepkka koMmaHnsl VREY tpeOyercs cnemmdpuxanuern RFC821 [1]. Ecmu BB OTKIIOUMIIM BO3MOXKHOCTH pEanbHOTO
UCIIONB30BAaHUS 3TOM KOMaHIbl WIHM UCIOJb3yeTe U1 Hee CIIUCKH YIPaBJICHUS JTOCTYIIOM, MOXHO IPOCTO BO3Bpamath "252 Argument not
checked". Tak cnenyer moctynars o yMOJIYaHHIO.

Komanay EXPN mno ymomuanuto cieayet otkirouath (off).

2.12. SMTP ETRN

Komanga SMTP ETRN 3actaBiser MTA 3aHoBO 00pa0aTbiBaTh CBOIO IOYTOBYIO OYEpPE/b, YTO MOXKET OKa3aThCs JOCTATOYHO IOPOTHM
JeTIOM | MOTEHIMAIbHO MOXET HCHONb30BaThes st opranus3anuu DoS-arak. [Tostomy arenram MTA ciexyer KOHTpOIMpPOBATh JOCTYH K
9TOH KoMaHae. MOXKHO pa3pemmnTs Win 3anpeTuTb (on/off) ncrmonbp3oBaHMe 3TOW KOMaHIBI JUIL BCEX WM pa3peliaTh JOCTYN K HEW Ha
OCHOBE CIIMCKOB, IIOJJOOHBIX YIIOMSHYTHIM BbilIe. [To ymMonyanuio ciemyer oTkiodaTs komanny (off).

2.13. Koabl Bo3BparTa

OCHOBHBIM KpUTEpHEM 3J]IeCh HODKHA ObITh TMOKOCTH. B paMKax OIHOrO JOKYMEHTa IPOCTO HEBOSMOXKHO ONPEAENIUThH PasiIMuUs MEXIy
BO3BPaTOM KOJa 5XX IPH OJHOKPATHOM OTKa3e OT MpHeMa JITMTUMHOM MOYTHI BCIEICTBHE KOH(PUIYPAIMOHHON OMIMOKM M BO3BPATOM
KoJa 4xX Julsl oOecreueH s BO3MOXKHOCTH 3aIlMCH CBEICHHUI 00 omMOKe B )KYpHAIBHBINA (ailsl AJIs ee MOCIeAYIOIEero yCTpaHSHH s

Cnenosarensno, areHT MTA 10J5KeH 06eCTiednBaTh BO3MOKHOCTh HACTPOMKH Ha Bo3Bpat "Success™" (2xx), "Temporary Failure'" (4xx)
win "Permanent Failure'" (5xx) mist pasnuunbix HabopoB npasuil. TOUHbBIE 3HAUEHUS KOJOB BO3BpaTa KpoMe mepBhix nmudp (2, 4 win 5) ne
CllelyeT NeNaTh HACTPAaMBaeMbIMU UYepe3 MapaMeTphl KOHQUrypanuu. ITo 0OyCIOBIEHO TEM, YTO IPH HACTPOHKe KOH(UTYpAIHH JIETKO
JIOIYCTHTh OIIMOKH, a TakKe TeM (aKToM, YTO BHIOOp TOYHOrO KOJa BO3BpaTa SBISCTCS BECbMa TOHKUM JIEJIOM, a MHOTHE pealn3alud
MIPOBEPSIOT B KOJax BO3BpaTa HE TOJNBKO MEPBYIO UGDPY.

OnHako, Korja OTKIMK oOyciioBieH obpamenueM k DNS, npu kotopom Owut nmonyden kon TempFail (BpemenHnast ommbka), arenr MTA
JOJIKeH OTpasuTh 3TO W Bo3Bpatuth Kox 4xx. Ecmu otkmuk DNS 6bu1 Authoritative NXdomain (xoct wim nomen neussecteH), MTA
MOKeT OTPa3HuTh 9TO IMyTeM BO3BpaTa Koja SXX.

JononHuTenpHY0 HHGOPMAIMIO BBl MOXKETE HAiTH BbIIIE B 00CYXKCHHH KOJ0B Bo3BpaTa SMTP.

2.13.1. BaxxHocmb ob6ecneyeHusi 2ubkocmu — npocmoli npumep
Cepsep umer B Chalmers University of Technology comepxut 3ammcu

cdg.chalmers.se. IN MX 0 mail.cdg.chalmers.se.
IN MX 100 mail.chalmers.se.
Hmerotcs Taxoke MopoOHbBIE 3alUCcH JUIsT MHOXKECTBa CyOJ0MeHOB. BTopoit XocT ncnonb3yercs A XpaHEeHHs MOYTHI B T€ MEPUOIBI, KOraa
OCHOBHOH cepBep HEJOCTyIeH. DTO O3HadaeT, 9To XxocT mail.chalmers.se momkeH OBITH TOTOB JUIS UCIIOIB30BAHUS B KAUECTBE MOYTOBOTO
TpancasaTopa 1 cyonomenoB ("RCPT To:"), koTopble oH 00CIy>KMBAa€T U IOYTOBBIE XOCTHI 3TUX CYOIOMEHOB NPUHUMAIOT COCIUHEHUS
SMTP ot mail.chalmers.se. CBexwue Bepcu HCHONB3YEMBIX [UIS PACCBUIKH CIIaMa MPOTPaMM MOTYT BOCIOJIB30BaThCs STHM (DAaKTOM, BCEra
obpamasacy k xocty mail.chalmers.se mis OCTaBKH MOYTHI B CyOJOMEHBI M IIOYTOBBIE XOCTbI NMPHHUMAIOT 3Ty IIOYTY, NMOCKOJbKY OHa
MIPUXOJMT OT JIETUTUMHOTO TPAHCIATOPA, HE MMesl BO3MOXKHOCTH NIPOBEPUTH peanbHbIi aapec wim uMs FQDN mepenaromero cmam xocra.

Ioka coxpanseTcs Bropas 3amuck MX Ha xocte mail.chalmers.se HeT BO3MOXKHOCTH 3alpeTUTh TPAHCILSILMIO TOYTHI 10 KpaliHelH mepe ¢
BO3BPaTOM KOJOB 5XX. OZHAKO 3TOT XOCT MOXET HANpPAMYI0 MACHTH(GUIMPOBATH XOCTbI, JOMEHBI MIIM CETH M OTBEPraTh UCIIOJIB30BAHHE B
KaueCcTBE MOYTOBOIO TPAHCIATOPA JUIS HUX (M TOJNBKO JUIS HHX), BO3Bpamiasl Kox 4xx. JleruTHMHast oyTa OT HUX MOXET OBITh 3a/iep)KaHa,
€CJIM XOCT KOHEYHOT'0 IOJIyyaTessi HeIOCTYIIeH, HO OHa B KOHLIE KOHIIOB OyJIieT JocTaBlieHa, KOr/ia XOCT 3apaboTaeT (Ko Bo3BpaTa 4xX) U
3T0 OyeT pabotath Aaxe npu cMene 3anuceid MX. Cnam nonmydaet oTkink "Denied" npu MOJKITIOYEHUN K KXKIOMY U3 TONydaTemeid, KTO
MOXeT OTBeprarb coenuHenust SMTP.

Vcnonp30BaHme BTOPOH CTPOKH (pe3epBHEIH cepBep) BO3MOXKHO I10 BYM NpUUYMHAM: 1) mocrarodHas THOKOCTh kKoga Relay Authorization u
2) noctaTouHas THOKOCTh BhIOOpa KoJoB Bo3BpaTa (MTA ¢ koJjoM BO3Bpara JelaeT Takoe UCIIOIb30BaHHE aOCONIOTHO HEBO3MOXKHBIM).

3. lMpodomxeHue pabomni

3.1. BnusHue Ha nonb3oBaTenbckue areHTbl SMTP u KOHeuYHbIX nonb3oBarTeneun

XOTsI 3TOT ZOKYMEHT IOCBSIIEH areHraM A0cTaBKU mouTsl MTA 1 comepXKUT peKOMEHIalny ISl HAX, OH OKa3bIBaeT HEKOTOPOE BIMSHUE
Ha paboty nosnb3oBarensckux areHToB UA (User Agents — OOBIYHBIC TIOYTOBBIE IPOTPAMMEI).

Arentsl UA:

1) YwuraroT cooOmEeHHsT U3 TIOYTOBBIX SIIMKOB M BBEIBOAAT UX HA 9KpaH. J[JIsi MOCTyma K mouyTe OOBIMHO HCIIONB3YIOTCS MPOTOKONIBl POP,
IMAP wunu NFS.

2) YwuraeT monp30BaTeIbCKUN BBOJ C KIABHATYpHI U IepenaeT ero areHTy MTA i TOCTaBKM B KaueCTBE IOYTOBOrO cooOuieHus. J{is
3TOro 00bIYHO ucnons3yercs npotokos SMTP (T. e., TOT e MPOTOKOJ, KOTOPBI NpUMeHsieTcs 11 oOMeHa mouToi Mexxay MTA).

Kornma arentsr MTA Havanm HCIIONb30BaTh pa3iIMIHBIC AHTHCIIAMOBBIC (MIBTPHI, KaK OMUCAHO BhIME, areHTH UA Ha IEepeHOCHBIX
KOMIIBIOTEPAX CTAIM MOTy4aTh coobuenus tumna "Relaying Denied"'® mpocto moToMy, uTo OHH KCTIONB30BaNH anpeca IP U3 HEM3BECTHOTO
IMara3oHa WM 3TH afpeca MpeoOpa3oBeIBaINCh B Hen3BecTHbIC mMeHa FQDN.

TunuaabM CJIydya€M IIOJIy4Y€HHs OTKasza OT TPaHCIALIUU ABJIACTCA HCIOJB30BAHUE IMEPEHOCHOTO KOMIIBIOTEPA B MCEHCEIKEPOM II0
MpojakaM, HaXOIAIIMMCS B KOMaHIUPOBKE WM Jaxke neneratoM Ha KoHpepenuun IETF. MeHemxep BEpOsSTHO MOIKIIOYAETCS K
ommxaitmemy ISP u monmywaer aapec IP u3 myna storo mposaiinepa, a menerar IETF Gyzner ucnons3zoBath aapec IP u3 BbmeneHHoro mis
TaKUX MOAKIIOYeHUH OJ0ka. B oboux cimydasx OyayT BO3HHMKATh ImpoOieMsl mpu padote moutoBoil mporpammel (UA — HampuMep, pine,
Netscape, Eudora), xoropas Oyzmer mnbITatbCs OTIPAaBUTh IOYTy dYepe3 ‘“‘nomamHui” arenr MTA  (mampumep, SMTP-
SERVER=mail.home.example), Ho noka mail.home.example He Oyaer oOHOBJIEH Ui IMpUEMa MOYTHI C ITOrO (BpeMeHHoro) aapeca IP, on
Oynet Bo3Bpamathk kox "Relaying Denied" u oTka3bIBaTh B MpUeMe MOYTHL.

BYcrnemnoe BbIIOJIHEHHUE.
“BpeMeHHbIl 0TKa3.
PITocTosHHBIN OTKa3.

"®OTka3 B TPAHCISIUU MOYTHI.
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Jlns permreHuss mpoOieMBI MOXHO HPOCTO J00AaBUTH BpeMeHHbIe anpeca IP B chmcok cerei, M3 KOTOPHIX NPHHHMAETCs ITOYTA IS
TpaHcysiuy, Ha mail.home.example. D10 co3maeT HEKOTOPHI HE3HAYUTEIBHBIA PUCK MCIONB30BaHHUA JOOABICHHBIX apecOB CIIaMEpaMH,
MOAKIIIOYAIOMUMHUCS K CETH C aJipecaMy H3 JOOaBJICHHBIX OJOKOB (HampuMmep, depe3 Toro ke ISP Bo Bpemsi HaxoXJeHUS MeHe[kepa B
KOMaHMpoBKe). OHAKO PUCK JAOCTATOYHO Majl, €CIM HE OTKPHIBATh MOCTOSHHYIO TPAHCIILHIO CO BCETO MHpa M BECTH HaOIIIOJeHHE 3a
KypHAJIbHBIMU  (baiiiaMi TpaHCISTOpa C LENbI0 INPEKpalieHHusl JOCTyNa W3 BPEMEHHOro OJIoKa MOcie TOro, Kak B 3TOM OTHajeT
HEOOXOIMMOCTb.

JlpyruMm BapmaHTOM OyJeT HCIIOIb30BaHHE MEHEMKEPOM IOYTOBOTO TPAHCIITOpAa MECTHOTO IpOBalepa, €CIM TaKoil TPaHCIATOP
npenocrasisiercs. s ucmnonap3oBaHus 3Toro Merona HyxHo n3MeHuTb SMTP-SERVER= B UA Ha nepeHOCHOM KOMIIBIOTEPE, YTO MOXKET
OKa3aThCs CIMIIKOM CJIOKHOH 3aladeil A MEeHeDKepa.

KoppekTHbIM criocoboM pereHust mpobieMbl ObUT0 OBl HCIIOIb30BaHUE Ipyroro mporokona Mexay UA u MTA.

XO0Ts OTHENBFHOTO MPOTOKOJIA MMOJAa4l MOYTOBBIX COOOIICHWH HE CYIIECTBYET, HEAaBHO Obul ompeneneHo npodmwis SMTP mns pemenus
3TOMH 3amaun - "Message Submission" [9].

Bosmoxxkno Taroke mpu ucnonszoBanud SMTP Authentication [10] npumensats Authenticated SMTP B xauecTBe mpoTokosa Juisi oOMeHa
mexny UA u nomamanm arentoM MTA (He uMeeT 3HaYeHHs pacCMaTPUBaTh 9TOT HPOTOKOJ KaK HOBBIM MM TOT ke camblii SMTP).

310 100aBISET OUH DIIEMEHT B aJITOPUTM TPAHCIISLHH, NIPEITI0KEHHbIN B maparpade 2.1:

+ If "SMTP Authenticated" then accept to Relay"".

3.2. NepcoHanbHbIe pUNbLTPLI cCNnamMma

Tlonp30BaTENSAMH 3JICKTPOHHOW ITOYTHI SBIISIIOTCS KOHKPETHBIC JIIOAM WU MaJI0 HAaJEXKIbl Ha TO, YTO TO WIM HMHOE LEHTPAIU30BaHHOE
cpenctBo OOpbOBI CO crlaMoM OyZIeT YAOBIETBOPATH BceX M Kaxaoro. Ha mpaktuke mronu MOryT u OyIyT TOBOPHTH O HapyIIEHHH CBOOOJBI
CJIOBa, €CIHM TO WJIM WHOE LEHTPAIN30BaHHOE MPaBIIIO OOPHOBI CO crmaMoM OYZIET MCIONB30BaThCs 0e3 0a00peHHs monb3oBareieid. Kro-to
MOXET CKa3aTb, 4YTO OT CllaMa HHUKOMY HET IIOJIb3bl, HO B JTII000M ciryuae Ka)l()]blﬁ BOJICH NPUHUMATh PCIICHHUE CaM a HE 3aBUCECTb
BBIHYXK/ICHHO OT IIEHTPAIM30BAaHHBIX MPABHIL.

CrnenoBaTenbHO, €IUHCTBEHHBIM IPUEMJIEMBIM pEIICHHEM SBIISETCS pa3pelleHHe Ha HCIOJIb30BAHUE IE€PCOHAIBHBIX AHTHCIAMOBBIX
¢unbTpoB. Takue (HIBTPbI MOJOOHBI ONMUCAHHBIM BBILIE, HO NPUMEHSIOTCS M HACTPAMBAIOTCS KaXKIbIM IOJIb30BATEIEM HE3aBHCHMO.
ITockonbKy OOJBIIMHCTBO IOJIb30BATENCH HE HMEET YETKOTO MPECTABICHUS O TOM, YTO CIEAYeT AeNaTh (3a HCKIIOUCHUEM eJMHOJYIIHOTO
JKeTaHUs M30aBUTHCS OT CIlaMa), MOYTOBOM CHCTEME CIeAyeT 0OecredrBaTh MPUHATHIM 110 yMOJNYaHHIO HAOOp MPaBHI U MPEIOCTaBIATH
Ka)XZIOMY IT0JIb30BATEII0 BO3MOKHOCTh U3MEHEHHS 9TUX IpaBmi s cebs. B cpena tuma UNIX 3T0 MOXeT BBITISAETh NPUMEPHO TaK:

/etc/mail/rc.spam

~/ .spamrc
K sTomy no6aBnstoTes IpaBuiia B3aMMOACHCTBHS MKy EpBOil M BTOPOil KOH(Uryparuei.
Bce 3T0 co3maer mocTraToYHOE KOJNMYECTBO HEpEIIeHHBIX mpobieM. Hampumep, crnemyer nam pasperuaTh MOJb30BaTeNsIM CaMHM 33/1aBaTh
konsl Bo3Bpara SMTP, kak ommcate 3TH KOIBI Ui HECBEIYILETO IOJNB30BaTeNsl M KaK CYLIECTBYIOIIME IIOYTOBBIE CHUCTEMBI OyIyT

pa361/1paTLcsI C BO3BpallacMbIMHU OT TOTh30BaTEECH KogaMu, 0COOEHHO B TEX ClIy4asiX, Korja BIO€pEeMEUIKYy BO3BpAI[alOTCSA KObL 5xx u 4XX,
KakK IMoKa3aHO HHXKCE:

C MAIL From: <usr(@spam.example>

S 250 <usr@spam.example>... Sender ok

C RCPT To: <usr@domain.example>

S 250 <usr@domain.example>... Recipient ok

C RCPT To: <fool@domain.example>

S 451 <foo@domain.example>... Denied due to spam list
C RCPT To: <bar@domain.example>

S 550 <bar@domain.example>... Denied due to spam list

EcrectBeHHO, 9TO MOXHO orpaHHYUTECS Kopamu "250 OK" mmm "550 Denied", He mpenocTaBisas MOIB30BATENSAM JPYTHX BApUAHTOB, HO U
B 3TOM CIly4ae BO3HHKAET BOIPOC, KaK OOBACHHUTH PsIOBOMY mouib3oBatento 3HaueHue "Refuse '"MAIL From: <*@spam.example>" u To,
YTO 3TO MOXET MPUBECTU K OTKA3y OT MpHUEMa 0KAAAEMOTO COOOIICHHS.

3.3. AyteHtudukaumsa SMTP

Aytentudpuxanus SMTP [10] yxke Obuia mpennokeHa B KauecTBE NPOBEPKH IOJIHOMOYHMI MpPU TPAHCIALMM IOYTHI, OXHAKO 3THM
NperMyIecTBa JTAHHOTO MeToja He orpaHuumBaioTcs. [Ipm momuoit peammsammu SMTP Authentication crmamepam OyneT 3HaUUTENBEHO
CJIO’KHEE MCIIOJIb30BATh MIOJCTaBHBIE aipeca U MPATaThCA 32 Uy>KUMU XOCTaMH.

3.4. Cnam n NAT

I[To Mepe pacLIMPEeHHs] MCIIOJIB30BAHUS CHCTEM TpaHcisuuu aapecoB (NAT'™) MoxkeT BOSHHKHYTh HEOOXOAMMOCTb 3allUCH B CHCTEMHbBIE
JKypHaJIbl JONONHUTENbHOH uH(opMmammu. [lpu wmcmonp3oBaHWM B3aUMHO-OAHO3HAYHOTO (1:1) oTOOpakeHHS MEXIy BHEIIHUMH H
BHYTPEHHUMH ajJpecaMu mpobiieM He Bo3HHKaeT, HO ecin NAT TpaHcimupyer Takke HOMepa MOPTOB (Uil OOBEIMHEHWS MHOXKECTBA
BHYTPEHHHMX XOCTOB Ha OJHOM JOCTYIIHOM H3BHe aapece'’), motpefyercs 3almuchiBaTh He TOJIbKO IP-aqpeca CBI3aHHBIX CO CIIAMOM XOCTOB,
HO ¥ HOMepa NopTtoB. MlHaye He OyieT BO3MOXKHOCTH HACHTH(UKANN KOHKPETHOTO XOCTa, Henoib3ytoniero NAT.

4. Bonpocski 6e3onacHocmu

Tlono6GHOe JecHOMY HOXXapy pacHpOCTPaHCHHE ClIaMa MOKA3aJl0 HAIMYME HEKOTOPHIX IpobiieM 0e30IacHOCTH, KOTOPHIE, 10 CYTH, CO3AI0T
PHCK AJIs BCEX IMOJIb30BaTENEN 2JEKTPOHHOM MMouTHl Internet:

* .HIOHI/I MOr'yT HE HaWTH HYXKHYIO IIOYTY B CBOUX 3aIllOJIHEHHBIX CIIaMOM SANIWKaX WIN yAAJIUTh HY)KHOC COO6H.[CHI/I€ BMECTE CO CIITaMOM.

"Ecin ucnonbzyercs SMTP Authenticated, npuHAMaTh COEIMHEHNS ¥ BBIIOJIHATH TPAHCIALMIO.

""Network Address Translators — TpaHCIISIIUs CETEBBIX aPECOB.

CyliecTBYIOT U [pyrue BapHaHThl TPAHCISIIMH aJpPECOB, KOTOPHIE HE HCIONB3YIOT B3aUMHO-OJHO3HAYHOIO OTOOPAKEHUS MEKIY
BHYTPEHHHMU U BHEIHUMHU ajgpecamu. Cwm., Haripumep, RFC 3022. I1pum. nepes.
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& IlouroBsle cucremel ISP u ocobeHHO JUCKOBBIE IOACUCTEMBI C IOYTOBBIMHU ANIMKAMU IIEPETPYIKCHBI. PacumcTka monp30BaTEIbCKUX
IIOYTOBBIX AIINKOB TpeGyeT 3HAYUTCIBHBIX JIIOACKUX PECYpPCOB. DaKTUYECKHU ITOYTOBEIC CEPBCPHI ISP pymaTrcs 1nog JIABUHOM TIOYTEL.

* Kor;[a JUCKH CTAHOBATCA HEAOCTYNHBIMH B PE3YJILTATEC INECPECHOJIHEHUS WA UCHEPIIAHUS IOYTOBBIX KBOT, Ba)XXHBIC COO6IJ.[€HI/I$I MOT'yT
3a1€PKUBATHCS WU TEPATHCSA COBCEM. OOBIYHO TOTO HE MPpOUCXOAUT 0e3 YBEAOMIJICHHSA, HO €CJIK NEPEIIOJIHEHBI JUCKHU KaK Ha CTOPOHE
noy4daressi, TaKk U Ha CTOPOHE OTHPABUTEIIA, HEBO3MOXKHOCTL JOCTABKU MOXKET OCTATHCS He3aMeUYeHHOW. Takum 06pa30M, YPOBEHb
JOBEPUA K IMOYTOBOU CHCTEME CYHICCTBEHHO CHMIKACTCH.

¢ Ha Xocrax, HCIONB3yeMBIX B KaueCTBE MOYTOBBIX TPAHCIATOPOB 0Oe€3 IMPOBEPKM IOTHOMOYHM, BO3HUKAIOT meperpysku. Kpome
BO3HUKHOBEHHSI TEXHHYECKUX MPOOIEM 3TO TpeOyeT 3HAUMTEIbHBIX JIIOACKUX PECYpCOB I OYMCTKU odepeell U paboThl C BHEITHUMHU
T0JIL30BATEIAMH, PACCHUIAIOIMMH CIIaM Yepe3 ITOT TPAHCIATOP.

¢ [IpuHMMaeMble IPOTUB CIIAMEPOB MEPHI BKIIIOYAIOT OJTOKMPOBAHME MX XOCTOB, KaK ONMCAHO B 3TOM AOKyMeHTe. OIHAKO CyIIeCTBYeT
3HAYUTENBHBIH PHCK OMHOOYHOrO OJOKMPOBAHMS MOYTOBBIX TPAHCIATOPOB, HECMOTPS HA TO, YTO OHH CaMHU SIBISIFOTCS JKEPTBAMH
cmama. B nonrocpodHoii mepcnekTiBe 3To MOXKET MPHUBECTH K Pa3pyIIeHHIO TOYTOBOH CHCTEMBI Internet.

¢ Ilupokoe ucmons3oBanue moactaBHbiX ampecoB "MAIL From:" u "From:" HaHOCHT ymiep0 pemyTaiiyi HEBUHHBIX JIFOACH, XOCTOB H
OpraHu3aluU. ITO MOXKET OKa3bIBaTh CYIIECTBEHHOE BJIMSHUE HA OM3HEC B LIEJIOM.

Hexoropsle U3 OImUCaHHBIX 3[ECh METOAOB YBEIUYUBAIOT HAIPy3Ky HAa HEKOTOPHIE CHUCTEMBI HMOJJIEPKKU U CaMy CUCTEMY SJIECKTPOHHOH
noutsl. K cucremam mnopnepxkn orHocstcs DNS, cuctemHble KypHanbl, 0a3bl JaHHBIX CO CIHCKaMM JIOKQJIBHBIX I0JB30BaTElNeH,
MEXaHU3MbI ayTeHTU(GUKAINU H T. . Pean3als ONMCAHHBIX B JOKyMEHTE METOHOB OyJeT NMOBHIIIATh PHCK aTak Ha COOTBETCTBYIOIIWE
CITY>KOBI IOAJIEPXKKH ITyTeM Iepefadn Ha caiiT 0oibmmx o0beMoB crama. CpelcTBa BeIEHHS! CHCTEMHBIX KypHAJIOB, HAllpUMep, JOJDKHBI
o0cTykuBaTh OOJbIIee KOTMIECTBO 3amMucei (YTO MPOM30HAeT, KOra )KypHaJIbHbEIE (ailibl 3anomHsT quck?). cepBepbl DNS 1 MexaHN3MBI
ayTeHTH(HKAIIUN TaKXKe TOJDKHBI CIIPABIISITECS C PacTyIeil Harpy3Koil.

OyHKIMOHNPOBAHUE CHUCTEM IOJJCP)KKM HPH BBICOKOM HArpys3ke CIeAyeT BHHMATENbHO H3Y4WTh [0 pealu3alii OMHCAHHBIX B 3TOM
JIOKyMEHTE METOJIOB.

CremyeT BHMMAaTEIbHO H3YYHWTHh IOBEIEHHE IOYTOBON CHCTEMBbI (HAmpHUMep, €€ PEakIHi0 Ha OTKa3 OIHON MM HECKOJBbKHX CITykKO
TOJIEPKKH). 7151 IOYTOBOTO cepBepa HEAOMYCTUM Bo3BpaT kKo1oB "Permanent Failure" (5xX) mpu BOSHUKHOBEHUH BPEMEHHBIX MPOOIEM B
HCTIONB3YEMBIX UM CHCTEMAaX MOJIAEPKKH.

5. bnazodapHocmu

OTOT JOKYMEHT SIBJISETCS PE3YJIbTaTOM JUCKYCCUH B ClieLMaNbHOM rpymnme mBenckux ISP u ynuBepcureToB. Mbl He OyneM nepequcssTh
3/lech KOHKPETHBIX JIIOJel, OTpaHMYMBIINCH YKa3aHHEM IOMEHHBIX HMeH - algonet.se, global-ip.net, pi.se, swip.net, telia.net, udac.se,
chalmers.se, sunet.se, umu.se, and uu.se.

MsI X0TUM MOOIarogapuTh 3a MOJIe3HbIe 3aMeYaHus U mpeanoxenus Andras Salamon, John Myers, Bob Flandrena, Dave Presotto, Dave
Kristol, Donald Eastlake, Ned Freed, Keith Moore u Paul Hoffman.

Bomemoe cnacubo Harald Alvestrand um Patrik Faltstrom 3a ux mone3Hble KOMMEHTapHH, a TaKke MOANCPKKY M PYKOBOJACTBO MpPHU
kxonrakrax c IETF.
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